Introduction to Cryptology

Tutorial-09
ElGamal Public-Key Systems over GF(p) & GF(2™)

15.05.2023, v52

ElGamal Secrecy-System (1985)

UserAsendsM to B User B receives
_ o primitive elementin GF(p) _
Xaxa- secretkey of A | .va=a* publickeyof A Xt;b- secretkey of B
R
@ o= a® publickeyofB — % )

C=M*axh‘k_'_£

Z= "R

Random Generator : R=1 ... p-1 m=log,p - Xb=(p-1)-Xb
anew R is needed for every message
Notice: The scheme applies similarly over GF(2™) with a. as a primitive element in that field.
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ElGamal Signature Scheme
. public directory
e ) Ip——— Veritir ElGamal Secrecy-System
axsy, _——t Va= public key of A —_ e Over GF (p)
If
R M |
ak=r r | ThenMis authentic
k Random unit in Z,; . I
Thatis: ged (k, p-1)=1 Signed Message
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Problem 9-1: E-Gamal crypto system is set up using the prime number N=2*19*11+1=419

generated by applying Pocklington's Theorem, where 19 and 11 are two primes.

1. Prove that N is a prime according to Pocklington’s Theorem.

Compute the probability that a randomly selected element is primitive in GF(419).

Find a primitive element in GF(419) and use it as a public element in El-Gamal public key system.

User A encrypts the message M = 21 and send it to user B who has the secret key X, = 80 by using

the random number R = 13. Compute B's public key Y, and the encrypted message C,and r.

Decrypt the cryptogram C, on the receiver side B showing all therefore necessary computations.

6. Let user A having the secret key X, = 133 compute his Signature S, according to El-Gamal signature
scheme shown below for the same message M = 21. Select one adequate k from the following list
(k= 22, 38, 15)

Ealiadiad

L

. public directory
User A signs M o] Verifier
X, = Secret Key of A ——
aney public key of Py,
= w

KT (M=r*X,)mod (N-1) = S sl

| Then M is authentic
r

k Random unit in Zy.y

Signed Message S,
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Solution 9-1:

1. N=R*F+1=2*19*11+1=419,F=19*11and R=2. p1=19,p2=11 Is 419 a prime?
Proof: We selecta =2
1. ged (@™ -1 N)=ged (22-1,419) =1 is true
ged (@Np2—1 N)=ged (2%8-1,419) =1 is true

2. aM=1(mod N) < 24¢ = 1 (mod 419) is true
3. F>WN
11*19> V4192046 => 209 >20.46 is true
As all conditions 1, 2.and 3 are true = 419 is prime
2. #ofallnon-zero elements : 419 -1=418
# of primitive elements: @ (418) =@ (2*11*19)=(2-1)*(11-1)*(19-1) =180
P( element=primitive ) = (180 / 418) * 100 = 43.06%
. Possible orders are the divisors of 419 - 1= 418
These are: 1,2, 11,19, 22, 38, 209 and 418

w

Checking if the element 2 is primitive

2" mod 419 # 1, 22 mod 419 # 1

22 mod 419 #1, 2% mod 419 # 1

2" mod 419 # 1, 229 mod 419 #1 = Ord(2) =418 = 2 s primitive element
2'9mod 419 # 1
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Solution 9-1 cont.:

4. Encryption:
User A: Public directory User B:
M=21 o =2, GF(419) X, =80
- Yy=cXomod N = 29 mod 419 = 375
Y,=375 «--
{r= oR =21 mod 419 = 231 |
{Ca=M*Y,R= (21*375) mod 419=91 |
5. Decryption:

Z =1 %o = 23180 md 418 mod 419 = 23140416 mod 419 = 387

M=C,*Z"=91"*387 mod 419 = 21
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X, =

I
Y,= %= 29 mod 419 = 267 | Yo = publc key of B = 375———|

Solution 9-1 cont.:

Overview of Encryption
and Decryption

@ =2 = primitive element in GF(419)
= public key of A= 267

User Asends M to B User B receives

secret key of A=133

X, = secret key of B = 80

Y, = . X% 2% mod 419 = 375

C,=M*Z mod 419
=21*144 mod 419 =91
Z=375 "mod 419 = 144 Z1=231 " mod 419 = 387

r=2"mod 419 = 231

Ko = (p-1) =X,
Random Generator : R=1... P-1, -80=(419-1)-80=338

we select R=13

Page: 8

Solution 9-1 cont.:

6. User A signs M public directory
: User Asigns M

X, = Secret Key of A a is primitive in GF(N)
7 ublic key of A
alzy,

Verifier

= M
k' (M=r*X,) mod (N-1) = §

k Random unit
inZy,

—_— g

—[=T

If
)

is authentic

t

Signed Message S,

k has to be invertible mod N-1, N-1 =418
ged [k, N-1]=1 =>select 15 as gcd (418,15) =1

Problem 9-2: E-Gamal crypto system is set up using the prime number N =29.

N

Find a primitive element in GF(29) and use it as a public element in EIl-Gamal public key system.
User A has the secret key X, =7 and User B has the secret key X, = 4. Compute A's public key Y, and
B's public key Y,
User A encrypts the message M = 17 and send it to user B. Compute the encrypted message C,and r.
a. Use the random number R = 21.
b.  Use the random number R = 25.
c. Which random number is better? Why?
Decrypt the cryptogram C, on the receiver side B showing all necessary computations therefore. Use
the better random number R.

Solution 9-2:

1. Possible orders are the divisors of 29 - 1 =28
These are:

1,2,4,7,14 and 28
k=15, k= 15"=-195 mod 418 = 223 (see table below)
1= ak=2"mod 419 = 86 Checking if the element 3 is primitive
o Tuai]az T T
S=k-(M=r*X,)mod (N-1) e [ [ e e e 3; mod 29 # 1
57(21 - 86 * 133) mod 418 RPN ENEARTAD 34 mod 29 # 1
23 (21 - 11438) mod 418 > il (e o2 ST e 37 T“Og gg : 11
2545991 mod 418 mo!
S=47 o f 3“mod 29 #1 = 0rd(3) =28 = 3is primitive element
Page: 9 Page: 10
Solution 9-2 cont.: .
Solution 9-2 cont..
2. UserA: User B:
X, =7 Xp=4 3.c. The random number R = 25 is better, because the random number R = 21 has the consequence
Y.= aXamod N = 3"mod 29 = 12 Yp= a*omod N = 3*mod 29 =23 that C, = M. So there is no encryption, when using R = 21
3.a. UserA: Public directory User B:
X,=7 o =2, GF(29) X =4 5. Decryption:
M=17 2
R=21 YZ:23 Z =1 % = 144md Bmod 29 = 14428 mod 29 = 16
. ) M=C,*Z"=21*16 mod 29 =17
ir=aRf=32"mod 29 = 17
[Ca=M*YR=(17° 23 mod29=17 |
3.b. UserA: Public directory User B:
X, =7 . T X, =4
M=17 i
R=25 |
r=aR=3%mod 20 =14 i
Ca=M*YR=(17*20%)mod 29=21 |
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M= C,*Z1=91*387 mod 419 =21




Solution 9-2 cont.:
Overview of Encryption

and Decryption .
User Asends M to B and Decryption User B receives
@ =3 = primitive element in GF(29)
X, =secret key of A=7 ’Ya = public key of A= 12 Xy = secret\key ofB=4
1 ; »)
Y,=a%=37mod29=12 ~ | Yo=publickeyof B=23 ~————y -4 X% 34mod29=23

C,=M*Z mod 29 M=C,*Z1=21*16 mod 29=17

=17*20 mod 29 =21
Z'=14%mod 29= 16

Problem 9-3: El-Gamal crypto system is set up using the prime number N=2*131 +1 =263
generated by applying Pocklington’s Theorem, where 131 is a prime.

1. Prove that N is a prime according to Pocklington’s Theorem.

2. Compute the probability that a randomly selected element is primitive in GF(263).

3. Find a primitive element in GF(263) and use it as a public element in EI-Gamal public key system.

4. User Aencrypts the message M = 35 and send it to user B who has the secret key X, = 113 by using
the random number R = 22. Compute B's public key Y, and the encrypted message C, and r.
Decrypt the cryptogram C, on the receiver side B showing all necessary computations therefore.

Let user A having the secret key X, = 40 compute his Signature S, according to El-Gamal signature
scheme shown below for the same message M = 35. Choose k = 121.

oo

public directory

User A signs M Verifier
X, = Secret Key of A Qb '"I"'I:" I"':F(N)
Y¥a= pul oy of Py,

a%=y,
I

-] L +

X = (p=1) =X, KT (M=r*X,)mod (N-1) =S ==epp{ g M=y trS modN
Random Generator : R =1... P-1, 4=(29-1)-4=24 ; -
o R s 58] -1 (| e
k Random unit in Zy. t Signed Message S,
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Solution 9-3: )
1. N=R*F+1=2*131+1=263 F=p=131and R = 2. Is 263 a prime? Solution 9-3 cont.:
Proof. We select a =11
1. god (aMVo—1,N)=ged (112-1,263) = 1 is true 4 Encrypfion
User A: Public directory User B:
2. a%'=1(mod N) < 11%2 = 1 (mod 263) is true M=35 =7, GF(263) X, =113
- Yp=0aX>mod N = 7" mod 263 = 236
3. F>WN Y,=236 < -
131> 263 = 16.22 is true
As all conditions 1, 2:and 3 are tr 263 is pri B |
s all conditions 1,2 and 3 are true = 263 is prime (R Emd e i
2. #of all non-zero elements : 263 - 1= 262 . R
# of primitive elements: ¢ (262) = @ (2* 131) = (2 - 1) * (131 = 1) = 130 [ Ca=M"Y,?=(35"236%) mod 263 =16 |
P( element=primitive ) = (130 / 262) * 100 = 49.62%
3. Possible orders are the divisors of 263 - 1 = 263, these are: 1, 2, 131 and 262 5. Decryption:
Checking if the element 12 is primitive Z"_:Cr 'x,b :‘ 1_1"::““:;2 mod %%3_:3“'”3'252 mod 263 = 183
120 mod263#1,  122mod 263 # 1 M=C," 2= 167183 mod 263 = 35
12'3" mod 263 =1 = 0rd(12) =131 = 12is not a primitive element
Checking if the element 7 is primitive
7' mod 263 # 1, 72mod 263 # 1
79" mod 263 # 1 = Ord(7) =262 = 7 s a primitive element
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Solution 9-3 cont.:

Overview of Encryption

and Decryption .
User Asends M to B and Decryption User B receives
a =7 = primitive element in GF(263)
X, = secret key of A= 40 Y, = public key of A = 166 X, = secret key of B=113

| ; )
Y,=a%=74mod 263 =166 | Yo = Public key of B=236~—————y _ o xT7 113 mod 263 = 236

M= C,*Z"=16*183 mod 263 = 35

C,=M*2Z mod 263
=35* 23 mod 263= 16

Z=236*mod 263 =23 Z'=11 "“mod 263 = 183

r=7%mod 263 =11
X, =-113

X = (p-1)-X,
Random Generator : R=1... P-1, -113=(263 -1) - 113 =149
we select R =22
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Solution 9-3 cont.:
6.
public directory

User A signs M o n GF(N) Verifier
X, = Secret Key of A
ey Y, = public key of A Na,y,

=R M " +

KT (M=r*X,)mod (N-1) =S =P Yo *rS modN
_m > . Then M is authentic

Signed Message S,

k Random unit
inZy

k has to be invertible mod N-1, N-1 = 262
ged [k, N-1]=1 =>ged (121,262) =1
k=121, k1=121"= 13 (see table below)
r=af=7"2"mod 263 = 85

=k (M=r*X, ) mod (N-1) T Y E P AW A ;}leu(:nALuh: G
=k (M=-r*X, - i5] 1 1

=121 (35 -85 * 113) mod 262 FRFIEAEAEARTAD

=13 (35 - 9605) mod 262 P N N A T B S

= -124410 mod 262

§=40
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ElGamal Secrecy-System
Over GF (2™)

El-Gamal crypto system is set up using GF(28), which is generated by the ireducible
X6+ x5+ x4+ X2+ 1= 1110101.

1. Check if you can take e = 0011 as a primitive element.

2. User A encrypts the message M = a3 and send it to user B who has the secret key X, = 10 by using
the random number R =43. Compute B's public key Y, and the encrypted message C, and r.

3. Decrypt the cryptogram C, on the receiver side B showing all necessary computations therefore.

Note: For the selected P(x), e = 21 this mean ord(x) = 21
(from the table list of all irreducible polynomials over GF(2) )

Helping computations :
XB=xS+x+x2+1 XM= x5 +x2
X =x 3+ x2+x+1 X122 x5+ x4 433+ 52+ 1

X8+ x X3+ x2+x X18=x3 +x2+1
K=x+1 x=1
x10= x4+ x
Page: 19 Page: 20
Solution 9-4: Solution 9-4 cont.:
1. Possible orders are the divisors of 26— 1 = 63, these are: 1, 3, 7, 9, 21 and 63 2. Encryption:
. User B:
Checking if the element o =000011 = x + 1 is primitive UserAa. Public d\recrtziryrmj X, =10
3= (x+ 1= (CH1R(x+ 1) = (@+ 1)(x +1) M=o a=x+1,GF2) | yb=axn=mm
Cx2ex+121 : o
X+ 1)7= (CH ) ()3 = (x4 1) 03+ X2+ x+ 1) 0 <
X2+ ; ;
K+ 1= (c+ 1) (x+ 12 i Cryptogram: |
=X xt X1 [Ca=M*Y,R=a* (al0)® :
a?'=a’2* 08 = [of * o = (X2 (54 x4 +X2) = X10 (x5 + X+ X2) = (X + X)X + X+ XF) | =QiralimdB=glrgiz= g |
=xt i x+ 11
= Ord(at) =63 = o is a primitive element ir=oR=a® ;
3. Decryption:
Z1 =K = ()10 M0 63 = (2910463 = (43)9 = 2219 M0 B3 = 1t
M=C,*Z1= a5 * ot = o8 med3 = o3
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Solution 9-4 cont.:
Overview of Encryption
and Decryption

o =X+ 1= primitive element in GF(25)|
|, Ya = public key of A= @

User Asends M to B

X, = secret key of A= 22

\

Y,za %= o2 Y, = public key of B = @0 +———

C,=M*Z
:alta.ﬂ:aﬁﬁ

Y, 2= (10)9= q#30mods = gr52

Random Generator : R=1... 20-1 ,
we select R=43

r=af

User B receives

Xy = secrat key of B=10

——Y,=o X g0

M= C,* 21 =5 ot = qoomodts = g3

Z1 = ()= u270mode3 = gyt

0= (64-1)-10=53
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Problem 9-5: Ei-Gamal crypto system is set up using GF(2¢), which is generated by the irreducible
polynomial P(x) =x*+ x +1=10011.

1. Compute the exponents of the element & = x = 000010 as x' mod P(x) for i= 1 to 15.

2. Which multiplicative orders are possible in GF(24)?

3. Check if you can take a = 1011 as a primitive element.

4. User A has the secret key X, =7 and User B has the secret key X, = 12. Compute the public keys Y,
andY,

5. User A encrypts the message M = 0101 and send it to user B by using the random number R = 13.
Compute the encrypted message C, and r.

6. Decrypt the cryptogram C, on the receiver side B showing all necessary computations therefore.

Note: For the selected P(x), e = 15 this mean ord(x) = 15
(from the table list of all irreducible polynomials over GF(2) )

Page: 24




Solution 9-5:

1. IfP(x) =x*+x + 1 is the modulus then x*+ x +1 =0,
thus x*= x + 1. The exponents of x in GF(2%) are:

Solution 9-5 cont.:
Checking if the element o = 1011 = X7 is primitive, ord(x) = 15 (aus 2.)

e

ord(cr) = ord(x”) = ord(x) / ged (ord(x) , 7) = 15/ged (157) =15/1=15

(from the table list of all ireducible polynomials over GF(2) )
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X=X 0010 = ord(at) = 15 = a is a primitive element
x2=x? 0100
x3=x3 1000
xt=x+1 0011
X=xxi=x2+x 0110 4 a=10tt=x .
x8=x (x2+x) = X3 +x2 1100 U;er_Ai U;e r»Bh
T2 x (X343 = (k44X =X+ x +1 1011 a_ o
:5=§°(ix2)(+)><:(x+1X+)xzx+x=xx7+1 0?01 Yaia.xa:(x7)7:x49"‘°‘“5:x‘:XM Yhiuxb:(x7)‘7:x3“"‘°‘“5:x9:x3+x
X=x +x 1010 =0011 =1010
x0=xt+x2=x2+x+1 o
x1=x34 x2+x 1110
x2=xt )3+ 2 =)+ x4 x+1 1M
xB=xt )3+ +x=x3+x2 41 1101
xM=xt e x=x 13 Hx=x0 41 1001
xB=xt+x=x+1+x=1 0001 = ord(x) =15
2. Possible orders are the divisors of 24— 1= 15, these are: 1, 3, 5 and 15
Page: 25 Page: 26
Overview of Encryption
5. Encryption: and Decryption
and Uecryption i
User B User Asends M to B User B receives
Us?rA: s X, =12 a =x"= primitive element in GF(2)
M=0101=x2+1=x ) e Ye=x (aus 4) X, =secret key of A=7 LY, = public key of A= x¢ Xﬁsecret\\key of B=12
Y, =0 %= (xT)7 = xéomod 5 = x‘/ Y, = public key of B = x® ————V,=a XT)12= ydémod 15 = y8
. ot C.=M*Z M=C,*Z'=x3*x=x}
== 0= M=x e
§ M*YR=x8* (x93 Y, Z = (x9)19 = x17modts = 12 21=x3
i = xB* xM7mod 15 = 8 * y12 = x20mod 15 = x5 = ¥2 + x = 0110 b
= (x7)13 = x91mod15 =
6. Decryption: il 2
71z Xo = x12m0d 15 = x 12415 = 3
M=C,*Z1=x5 "X =X = X2+ 1= 0101 K= (2= 1) =X,
Random Generator : R=1... 21, -12=(16-1)-12=3
we select R=13
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Solution 9-6:
Problem 9-6: E-Gamal crypto system is set up using GF(29), which is generated by the irreducible
polynomial P(x) = X8+ x* +1 = 1001001. 1. IfP(x) = 8+ 3 + 1is the modulus then x6+x3 +1=0,
thus x8=x3 + 1. The exponents of x in GF(2) are:
1. Compute the exponents of the element & = x = 000010 as x' mod P(x) for i= 1 to 10 X=X 000010
2. Which multiplicative orders are possible in GF(26)? x2=x2 000100
3. Compute the probability that a randomly selected element is primitive in GF(2°). ¥=x3 001000
4. Check if you can take o= x + 1 as a primitive element. xé=xé 010000
5. User A has the secret key X, =22 and User B has the secret key X, = 10. Compute the public keys 5= x5 100000
Y,andY,. x=x3+1 001001
6. User A encrypts the message M = 100100 = x5+ x? and send it to user B by using the random X=x(C+1)=xt+x 010010
number R = 20. Compute the encrypted message C, and r. x8=x5+x2 100100
7. Decrypt the cryptogram C, on the receiver side B showing all necessary computations therefore. X=x+x3=x3+1+x3=1 000001 = ord(x) = 9 = x is not primitive
Note: For the selected P(x), e = 9 this mean ord(x) = 9 x0=x 000010

2. Possible orders are the divisors of 2°- 1 = 63, these are: 1, 3,7, 9, 21 and 63

3. #of all non-zero elements: 26— 1=63
#of primitive elements: ¢ (63) =@ (32*7)=63* (1-1/3) * (1-1/7) =36

P(element = primitive) = (36 / 63) * 100 = 57.14%
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Solution 9-6 cont.:
4. Checking if the element o = x + 1 is primitive

x+1=1

(Xx+1)P= (x+1)2* (x+1) = (@+ 1)(x + 1) =x3+x2+ x+ 11

()= (x+ 12 = (0 + R+ x+ 12 =04 X042+ 120+ 14X 432+ 1 = xbb X34 32

(RHA)= (x5 (x+ 1) = (4334 X (x + 1) = X6+ x4+ X3+ X4 X3+ 2= X5+ X2 1

(X+1°= (x+ )7 (x+1)2= (C+x) 2+ 1) =X+ )0+ ) +x2 = x4 x +x0+xE+x2= x5+ x4 x 21

()22 ((x+1)7) = (6 + X227 (6 +22) = (X104 x4) * (B +2) = (kb +3) * (X +30) = X+ 38 + 16+ 3
=x3 4121

= ord(c) =63 = o is a primitive element

5. a=x+1
User A:
X, =22
Y, = oXa= (x + )2 (x + 12 % (x 1) = B+ )k + 1) = x4+ X+ 63+ 1= x4 458+ x + 12 011011
User B:
X, =10
Yp=oX0= (x4 1)10= (x + 1)9% (x + 1) = (xE+x2+ X)(x + 1) = x84+ X3+ X2+ X3+ )2+ x =33+ 1 +x3+x5+x
=x3+x+1=100011
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Solution 9.6 cont.:
6. Encryption:
User B:
User A: Public directory X, =10
M =100100 = x5+ x2 = o7 _Yp=x8+x+1=0a' (aus 4)

o =x+1, GF(25)

Yp=x3+x+1=al

r=oR= a0 (x+ 122 (x+ 1% (x+ 2= (F+x2+x) * (x+ 1))
O+ X+ X230+ 4 X2 = (8 1405+ X5+ X2 = (6 + X + 12
=x104x2+1=x24 x + 1= 000111

Z= (YR = (a10)2= 20 mos 3= 1t
Ca=M*Z=o *alt= a8 = ((x+1)9)2= (x5 + X2+ x)2= X0+ x4+ 2
=xt+x2+x=010110

7. Decryption
7= 1M ()10 = 200383 = 1 = 52
M=C,* 2= o8 2= g0 ¥+x2= 100100
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Solution 9-6 cont.:

Overview of Encryption
and Decryption :
User Asends M to B and Decryption User B receives
a =x+ 1= primitive element in GF(25)
|, Ya = public key of A= a22

X, = secret key of A= 22

/

X, = secret key of B=10

Y,= %= a2

b
Random Generator : R =1... 26-1 , -10=(64-1)-10=53
we select R=20

Y, = public key of B = a"“\‘yb= o XE g0

M= C,* 21 =8 * o2 = oI0mod®s= g

C,=M*z
=gt oM =g®

2= (%)= q2Mmods3 = g1t

Yo

r=a?

-Gamal crypto system is set up using , which is generated by the irreducible
Problem 9-7: E-Gamal GF(29), which i d by the irreducibl
polynomial P(x) = x8 + x5+ x4+ x3+ 1 = 100111001,

1. Compute the exponents of the element & = x = 000010 as x' mod P(x) for i= 1 to 17.

2. Which multiplicative orders are possible in GF(28)?

3. Check if you can take & = 1011 as a primitive element.

4. User A has the secret key X, =101 and User B has the secret key X, = 42. Compute the public keys
Y, and Y, (the form o is sufficient).

5. User A encrypts the message M = @ and send it to user B by using the random number R = 91.
Compute the encrypted message C, and r (the form o is sufficient)..

6. Decrypt the cryptogram C, on the receiver side B showing all necessary computations therefore (the
form o* s sufficient).

Note: For the selected P(x), e = 17 this mean ord(x) = 17
(from the table list of all irreducible polynomials over GF(2) )

Helping computations :
(x+1)B=x 46 +x
(x+1)80= X+ x4 x3+1
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Solution 9-7: Solution 9-7 cont.:
2. Possible orders are the divisors of 26~ 1 = 255, these are: 1, 3, 5, 15, 17, 51, 85 and 255
1. IFP(x)=x8+ x5+ x4 +x3 + 1 is the modulus then x8 + x5+ x*+x3 +1=0,

thus x8=x5+x*+ x* + 1. The exponents of x in GF(2) are: 3. Checking if the element o = 00000011 = x + 1is primitive
X=X 00000010 x+1#1
x2=x2 00000100 (KF1P= (x+ 12 (x+ 1) = @+ )(x + 1) =x3+ X2+ x+ 121
x3=x? 00001000 (152 (x+ 13 (x+ 1)2= 02+ 1)C+x2+x+ 1) x5+ x4+ 342+ 3+ X2+ x+ 1 =35+ xbex+121
xb= x4 00010000 (X +1)15 = ((x +1)53= (E+ X+ x+ A2 (E+xb+x+ 1) = (XO+xB+x2+ 1) * (P + x4+ x+ 1)
xS=x5 00100000 S(HXE+XE+ X2+ XX+ + 1+ X2+ 1) (4 X+ x+ 1) = (T +E+ x4+ X3) * (K54 x4+ x+ 1)
x6=x6 01000000 = X124 x4 x84 X7+ X1 X104 X7 436+ x84 X8 + x5+ x4 X8 +xT + x4+ 3
x=x1 10000000 EX2AX0 xR+ XT 40 x4
X=xS+xi+x3+1 00111001 SR X H T X XX R+ A XXX T XK+ X+
XO=xE+ x5+ x4 4 x 01110010 =X xR 21
X102 X7+ X8+ x5+ x2 11100100 AT = (x+1)15% (x + 1)2= (< + x4+ X3+ x2)(2+ 1) =3 +xE 438+ x4 +x7 + x4+ 33+ x2
XM= x84 xT+x6+x3=xT+ x5+ x5+ x4+ 1 11110001 XXX XA XXX X3 X=X X KT+ X ]
X123+ X746 430 + x = X+ xE+ x4+ X34 x + 1 11011011 (x+)5T= ((x 22 (x4 1) = (420 + 32 (x +1) = (144 X243 * (x +1) = x5+ x13 430 4 X4 x2 452
XB=x3+ x84 x 4+ 2+ X=X+ XXX+ 10001111 SRR XX R KA XX+ XXX+ x 1+ R
X424 x40 X2+ X2 X0 X2 X+ 00100111 =xiextH121
X152 xB 4 X3+ X2+ X 01001110 X+ =(x+ )0 (x+1)°= (X + X8+ X3+ )X+ xP+x + 1)
X162 X7+ x4+ X3+ X2 10011100 = X124 X1+ x84 x4 X+ X104 X+ X848+ X+ x4+ X+ XT 400 x3+ 1 = X2+ X104+ X+ xS+ x4 X34 X +1
X238+ 36+ x4+ x3=1 00000001 = ord(x) = 17 = x is not primitive =X XX X244 x4 x ] =X X
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= ord(c) = 255 = o is a primitive element
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Solution 9-7 cont.:

4. o=x+1
User A: User B:
X, =101 X, =42
Y, = aXa= 0! Yy= o= af?
5. Encryption: Public directory
UserA: = 8 UserB:
sar a=x+1,GF(28) Y=
N S—— - Yp=a* (aus 4.
- Yy=ad?
ncryption:
r=aR=gd

Ca=M*Y,R= 0 * ()91 = gt * 82 med 285 = g * 252
= 2 mod 25 = ¢

6. Decryption:

21 =% = () 42 = o SEZ2med 255 =
M=Ca*Z1= 0 * o= o
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Solution 9-7 cont.:

Overview of Encryption
and Decryption
User Asends M to B

- Ry i =
X, = secret key of A=101|% =X +1 : primitive element in GF(2°)
/'Y, = public key of A= a1

User B receives

X, = secret key of B =42

Y,=ata= !0t Y, = public key of B = *? +———

——Y,=a

C,=M*Z
= of * @52z 26mod2ss =

M=C,*Z'=a*a’=at

2= ()t = giRmod2ss = g2

r= () =a

Xy =(25-1)-X,
Random Generator : R=1... 25-1 , -12=(256-1)-42=213
we select R =91
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Online ad-hoc
Interactive Examples
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Online Tutorial 1. 30.03.2021:

El-Gamal crypto system is set up, use the element o =35 as a public element and
compute the DH public keys Y, and Y, for users A and B having the secret keys X,=21 und X,=29.

1- Generate a prime number by using Pocklington Theorem:
N=FR+1
N=2%41)+1=83,F=41andR=2

83 is a prime if all the following conditions hold :
Proof: selecta=2  (1<a<83) remark ais an integer prime to N

1.a™ =1 (mod n)
281=1 mod 83 (orinZy) istrue

2. ged (™10l - 4, =1
ged (283141 -1 83) = ged (22-1, 83) = ged (4,83) =1 is true

3. F=#1>+83 => 41>9.11 istrue

As all conditions hold,

p=83 is for sure a prime
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3- Compute and verify the Signature S, according to EIGamal signature scheme
for the same message M=60

User Asigns M a =35 primitive element in GF(83) Verifier
= ke =
X, =21 Y, =% =52 %22
Y, =X =80
Y,=a%=35mods3 |~ %

Y, = %= 35 mod 83
Message to be signed by A: M = 60
———————
kT (M-r.X,)mod (N-1) = §
73(60-73.21) mod 82 = 55

a¥modp = (Y,). rS modp
—

(35)% mod 83 = (52)"%. (73)% mod 83
69=69

=>Thatis Mis authentic
K Random unit
inZy,

Signed Message S,
m u a1 a2 bl b2 q  r INVERSEVAWE=82 GeD
82 9 1 o o 1 9 1
9 1 [ 1 1 9 9 OINVERSE= -9 Gep= 1
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2- Compute the EIGamal cryptogram CA using GF(83) for the message M=60 sent from Ato B
using a random R=9.

User Asends M to B

@ =35 primitive element in GF(83) User B receives
Xy =21 y,=a) =52 _
Y, == 35% mod 83 . Xb=29
Y5 = a0 =80 ¥, = B 5= 35 mod 83
M

C =M.Zmod P= 60.71 mod 83= 27 _b®—> M

zt
.76 mod 83 =60=M

Z= (Y, mod p = (80)° mod 83=71
r=a.Rmod p =(35)mod 83=73
Z7= (1 =73%mod 83 = 76

With +X, =-Xb + p-1
+Xp=-29 +82= 53
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Annex: List of all irreducible Polynomials over GF(2) up to degree 11

o)

Annex: Some factorizations for 2"-1

1
1
1
1

=3x1lx 3l

2389

3x 3x5xTx 13
8191

3% 43% 127

- 7x 3x 151

3x 5% 17x 257
131071

S 3% 3xIxTx19x T3

2

524287

33 5% 5x 11x 31 41

Tx Tx 127% 337

3 23 89 683

47x 178481

33 3 5 Tax 13 17 241
31 601 1801

3x 2731 8191

Tx T3 262657

3% 5x 29% 43x L13x 127
233x 1103% 2089

33 3% T 1x 3% 151 % 331
2147483647

3 5x 1T 257 x 65537
Tx 23x 89 x 599479

3% 43691 % 131071




