Introduction to Cryptology

Tutorial-07
DH Key-Exchange/Sharing System

09.05.2023, v43

Design Summary for
A Basic Diffie-Hellmann (DH) Public Key Exchange System

In case that you have a prime:

1. Ifyou have a prime number p and you know how to factor o(p)= p1 p2..pt, then use the prime p to generate GF(p).

2. Find a primitive element o by checking that o' = 1 and of? = 1, aP12 = 1 and o # 1. o is selected randomly.

3. Publish GF(p) and o in a public directory. The system is ready for use. The strength of your system is equal to the
smallest prime factor of ¢(p).

In case that you do not have a prime:

1. Selecta strong prime number p such that p-1 = 2 q where q is a prime.
A possible procedure is to use Pocklington’s Theorem to find such a prime:

- SelectN=2q+1 where qis a large prime. Check if the resulting N s prime using Pocklington’s Theorem
- If Nis prime, take p=N and generate GF(p)

2. Find a primitive element e in GF(p) by selecting any non-zero random value and checking if its order is p-1. The order of
any element in GF(p) s a divisor of p-1=2q. That s the order can be either 1, 2, g or 2q. If o2 = 1and ¥ 1 then the
order of ais 2q and o is a primitive element. Repeat 2 until you get a primitive element.

3. Publish GF(p) and a in a public directory. The system is ready for use.

The procedure is simillar over the extension field GF(2™) !
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Problem 7-1:
1. Find a primitive element e to set up a DH public-key exchange system using the prime Problem 7-2:
number 43. 1. Generating one strong prime with the prime 23 (N=2*23 + 1)
2. Generate DH common key Z,, for two users A and B having X, = 3 and X, = 7 as secret keys 2. Find a primitive element o to set up a DH public-key exchange system using the generated
respectively. strong prime number from exercise 1.
. 3. Generate DH common key Z, for two users A and B having X, = 24 and X;, = 2 as secret
Solution 7-1: keys respectively.
1. Tofind a primitive element a in GF(43) we select randomly a =3 and check if it s a primitive element. 4. Whatis the probability that a randomly selected element is a primitive element?
3 is primitive if its order is a divisor of @(p) =43-1=42=2.3.7 Solution 7-2:
The order of any element is one of these divisors: 1,2, 3, 7,6, 14, 21 or 42 Solution 7-£:
1. Letus tryto check if N=2* 23 + 1 =47 is prime. Using Pocklington's Theorem:
Computing the order of 3: 32=9#1,39=27 #1,3=41=-2-1,37=6=1,3%=36 =1, If the following conditions hold then 47 is a prime:
F=-121=>3 s a primitive lement. 1. god( 26008 —1,47) = god( 22~ 1, 47) = ged(347) = 1 => s e
2. 2=1 mod 47 orin Z; =>is true
2. 3. F=23>47 => 23>6 =>istrue
As all conditions hold, 47 is for sure a prime
DH Public directory: P : LIV s (v b j 2. Tofind a primitive element e in GF(47) we select randomly & =2 and check if itis a
GF (43) | Common key is Z,, _(Ya‘;);_ _g“)_ 1ea2 | primitive element. 2 is primitive if its order is a divisor of ¢(p) =47 - 1=46=2*23
a=3 - i EEP=F=A=42 ) The order of any element is one of the divisors: 1, 2, 23 or 46
Y,=3e=33=27 Computing the order of 2: 22=4 1, 22=48=1 =>2is not a primitive element ! Check
Y,=30=37=.6=37 another element!
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Solution 7-2 Cont.:
' ’ Problem 7-3:
Lomputing the order of v. 12 ’ .
C?m ulin ‘hi order of § zPosslb\e EEEBED i A A 1. Select airreducible polynomial and a primitive element o to set up a DH public-key
5=5%1, 52=251,568=46=-1=1 (all modulo 47) exchange system over GF(210)
U S, (D Qe .Of Dl 4.6 ar_|d BlbgEiiediiil 2. Generate DH common key Z, for two users A and B having X, = 12 and X, = 4 as secret
which may be used in the DH public directory Keys respectively.
DH Public Directory: ! In General 3. Whatis the probability that a randomly selected element is a primitive element?
GF (47) | The modulus in the exponent is Euler function ¢(m) ; Solution 7-3:
3 =.szo =524 1. Letus select the ireducible polynomial for GF(2'°) as p(x)= x'%+ x* + 1
YE =5 _-2'5 h This polynomial is also primitive as its period is 1023 = 210~ 1 (see table of ireducible polynomials). The
Los— \ order of xis 20— 1.
Apossible primitive element is & =x = 0000000010 as its order is 20— 1=1023 =3 * 11* 31.
. s v o Possible elements orders in GF(2'°) are the divisors of 1023 = 1, 3, 11, 31, 33, 93, 341, 1023.
3. Common key is Zyy = (Yp)®= (Y - Arandomly selected element e is primitive if: o® =1 and a''=1and , &' #1and ™ #1and a® =1,
= (5% )2 = 5 mos 46 s = 52 = 25 a1 1
Many other primitive elements can be selected as a ! for which ged(1023,i)=1, for example:
x'0 =x%+1=0000001001 is a primitive element
4. The number of primitive elements is ¢(46) = (2x23) = (2-1)(23-1)= 22 X202 (6 + 1=+ 1= 0001000001 is also a primitive element
Prob. of having a Primitive element = 22/46 = 47.8%
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Solution 7-3 Cont.:

DH Public directory:
GF (29), p(x) = x1%4 x3 +1
.= x = 0000000010

Y, =x122 365 + X2

Yo=xt (N

2. Public keySare Y, = x'2= x10 x2= (x3 + 1)x2 = x5 + x2
Yy= x*

Common key is Z, = (Y, = (Y,
= (x5 +x)*
= x4+ X0 =x8 + 1+ 8
2,,= 0101000001

3. The number of primitive elements is ¢(1023) = (3 * 11 * 31) = (3-1)(11-1)(31-1) = 600
Prob. of having a Primitive element = 600/1023 = 58.6%

Problem 7-4:
ADiffie-Hellman (DH) public key exchange system uses GF(28) deploying the irreducible
polynomial p(x) = x&+x3+ 1.

For B = x, compute B' fori = 1to 10. What is the multiplicative order of x?
Which multiplicative orders are possible for elements in GF(25)?

Prove that the element &= 1+x = 000011 is a primitive element.

Compute the multiplicative order of 5™

Use the element & as a public element in the above GF(26) and compute the DH public keys
Y, and Y, and the shared secret key Z,, for users A and B having the secret keys X,=42
and X,=14.

Compute the binary vectors for Y, and Y, and Z,, by making use of the
following: & 7= x5 +x2, 52 =1 +x3,

6. What is the probability of getting an element with order 21 if the element is picked up
randomly from GF(29)?.

7. Forany element a from GF(25), compute t for which a'=at
Compute then x mod p(x) using that result. (Hint make use of the results in 1)
Verify your result.

ook W N
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Solution 7-4: Solution 7-4 Cont..
1. Pl =x+x3+1=0 = X =3+ 4 ooy -—OUO)___ 6 63
xi=x . ged(ord(5).1)  ged(6314) 7
X2=x2
¥=x ic di 6
- 5. Public directory GF(2°)
xi_ s , d=xH, PX)=xe+x3+1 s
¥ "“ | x+1)*2 mod(xe+x%+1) Y,=x  =001000 x+1)H = ((x+1)7)2 = (O+x)2
",:"“ (x+1)2)2 = (3+1)2 Y, = x*x = 010010 04yt = x4+
PR =X =M 1200 =010010
X=x 3= 3 +x3+1 =1 =001000
x0=x => ord(x) =9 Common secret key for users Aand B
2. Possible orders are the divisors of 26-1=63 Zyp = (x#1)12. 14mad 0 = (4 q)21 = 304
Divisors of 63 are:  1,3,7,9,21 and 63 Z,,=x3 +1=001001
3. (x+1)! =x+1 #1 o6 4o
(HP = (0. (6+1) = (RH) . (x#1) = o] # 1 6. #ofall non»zero‘elsments. 2 -1 —763 B B
()T = (H)I2 . (cH) = (EHaxHIZ . (cH) = (6] . (x#1) # of elemepts with order 21: ¢(21) = ¢ (7.3)=6.2=12
- SaxaxOrH] = X S = xok 2 1 Pr(element’s order=21) = (12/63) . 100 = 19.05 %
(x+1)9 = (x+1)7 . (x+1)2 = (x34x2) . (1) = XT+xtx54x2 = xxhxhxcHx? = x5x2ex # 1
(k)2 = ((xk1)7)° = (x5+x2)3 = (x5+x2)2 . (x54x2) = (x104+x4) . (x54x2) = (x+x’) . (x5+x2)
= xBx3x%+ X8 = xBhx3hE + X3+ xE =x3+1 #£1 => ord(x+1) = 63
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Solution 7-4 Cont.:
7. Forany element t, ! mde83=q1+83=gf2=qt — t=62
=(x9)8 x8= 6 x8 = x&
BEP = (1= Homework:
X5 +x2
Verifcation: A Diffie-Hellman public-key exchange system is setup over GF(24) using the primitive
x.xT=xx=x0=1 (seet) polynomial P(x) = xé+ x + 1.
1. Compute all exponents of x up to 15 and state the corresponding binary patterns
2. Which one of the following elements is primitive? 0011, 1111. Select it as the primitive
element for DH public directory
3. Whatis the probability that a randomly selected element is primitive?
4. Compute DH common key for two users A and B having Xa=11 and Xb=7 as secret keys
respectively.
(Final exam 2004)
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