Introduction to Cryptology

Tutorial-04
Mathematical Background: Extension Finite Fields

28.03.2023, v42

Page: 1

Irreducible Polynomials and extension Fields GF(2™)

g(x) is called Irreducible Polynomial of degree m over GF(2)

gix) = @, +ax+ax +.ax"

where a; € GF(2) and F:

is not possible over GF(2)

* The period e of g(x) is the smallest e such that x®=1  [mod g(x)]
+ e is actually the order of x modulo g(x). e divides 2™ -1

« If e = 2™ -1 the the polynomial is called primitive

+ The reciprocal polynomial is defined as g*(x) = x" g(1/x)

« The period of the reciprocal polynomial g*(x) is equal to that of g(x)

GF (2n)

The ring of polynomials Z,, modulo an irreducible polynomial of degree m
over GF(2) is an extension field with 2™ elements

The order of any element in GF(2™) is a divisor of 2™ -1 (Lagrange theorem)
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Problem 4-1: Polynomials over a field Problem 4-2: Polynomials over a field
Give the ing vector ion of the Compute the following polynomial products over GF(2)
1 (1+x) (1+x2+x9)
1 14+ +K8 2. (Rxd)(1 0 +x+x2)
2. 1+x3+x8+x12 3 31 +x3+x5+x5)
3. kX
4. x+x3+x0 Compute the following polynomial products over GF(3)
5 1+x8 1 (1+23) (1+x2+24)
6. +x+x2+x3+xi+x0+xE+x 2. (x+2)(1+23 +x8 +x12)
Solution 4-1: Compute the following polynomial products over GF(7)
— LsB MSB 1 (2440 (1+32+54)
2. (3x+5x)(6 + 2C + 3x)
1. 1+x2+x3+x® = 1010010001
2. 1+x3+xE+x2 = 1001000010001 t .
3. R+ex3+x = 00100101 %2
4 “Xi”m = 01000000011 1. (1+x2)(1+x2+x5):1+x2+x5+x2+x<+x7:1+,2¢+xuxs+x7:1+xux5+x7
St 10000000 2. (X048 X12) = X34 x6 + X1+ XI5+ x4 X7 + X2+ X162 X3 4 x4+ 36+ X7+ X114 X2+ XI5+ 16
6. THx+x2+3+xt 40+ + X = 11111111 3 ORI =00+
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Solution 4-2 cont.: Problem 4-3: Polynomials division over a finite field
Compute the following polynomial divisions over GF(2)
products over GF(3) 12018 46 442 . a2
T (1+200) (14004 20) =14 X2 4260+ 202 + 2 + X7 = 14 312 + 26 + 260 + 4 = 1 + 26 426 KW2EEHE LX) = ()
+1x i
2. (x+2)(1+23+x8+x1) =
(X2+x8 456 42 +1) +
- (x24x04X)
X344 XT 43042+ 1
in GF(2): X3+ x8+xt
roducts over GF(7) 141=2=0 XX +x+x +1
1 (2+4x7) (143 +5x6) =2 +6x2 +10x5 + 4x2 + 12x¢ +20x7 = 2+ 10x2 + 12x* + 10x + 20X -1 B+ 40
=2+ 3x2 + 5x¢ + 3x5 + 6X7 =>Addition | 735 4t 4 x0 4 x24 1
Is equal to K +x2 . o
2. (3 +5)(Bx2 + 23 + 3x8) = subtraction T rrEE— Remainder of the division R(x)
X+ X+
X+ X2 +1 —
X3+
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Problem 4-

Solution 4-4: Compute ged [ P;(x) , P,(x) ] =A(X) P,(x) + B(x) P,(x)
if ged =1, then the inverse is B(x)

ind the multiplicative inverse of x + 1 modulo x + x3 + 1

Problem 4-5: Elements order over an extension field
Compute the exponents of the element x from 1 to 16 and 31 over GF(2°) which is generated by the irreducible
polynomial P(x) = (x5 + x? + 1)

Solution 4-5:

Extended gcd Algorithm: ‘ AZ=Al-qA2 ‘ ‘ B2=B1-qB2 ‘ If P(x)= x5+ x2 + 1 is the modulus then it is equal to zero
Thatis x*+x2+1=0 Thus x5=x2+1
P. P. AL A2 B1 B2 R
9 B4 ® % ® % ¥ 09 Let us compute the exponents of x over this field:
X5 +x3+1 x+1 1 0 0 1 | xbexd |1
" x'=x mod (x5+x2 + 1)
x+1 [ e et B 1 ‘/0_()(‘:‘3)1 x+1 0 x2=x2 mod (x5+ X2+ 1)
X+ x3 xX=xt mod (x3+x2 +1)
xt=xt mod (x3+x2 + 1)
x5=x2+1 mod (x3+x2 + 1)
X=x (2 +1)=x+x mod (x3+x2 + 1)
X=X (X3 +x) = x4+ x2 mod (x5+x2 + 1)
[= o+ x) =+ 1)1 modulo e+ +1) | B xim B mod (x5 42+ 1)
X=xd+x3+x mod (x5+x2 + 1)
x0=Sxtex?=xtexex2+1=xt+1 mod (x+x2+1)
x:”iﬂw 1) = x5 = S xM=xo+x=xt+x+1 mod (x3+x2 + 1)
=041 [ Check (x+1) (xt+x9) = o xt 4t + 2 =1 modulo (2 + +1) | g ertax ot (¢4 2.+ 1)
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Problem 4-6: sample Hardware Structure for Multiplication and division in GF(25)
Given GF(29) generated by the irreducible polynomial g(x) = x5 + x + 1
Solution 4-5 cont.: Design a circuit which muliplies any serial data stream I(x) by the inverse of the polynomial
X3z x4+ 33 4 x2 mod (x5+x2 + 1) b(x)=x +1in GF(25).
XM=+ 3= x b xx2+ ] mod (x5+x2 +1) Check the circuit by multiplying I(x) = (1 + x2 + x3) by H(x)= (x + 1)
X2 ax e ex x4 et x e o mod (x84t +1) Solution 4-6:  Firstcompu plcative i
- ; . -0! puting the multiplicative inverse of b(x) modulo g(x)
X182 x5 4+ x4 x3+x2+x =X 432+ X2+ xH T3+ x+1 mod (x5+x2+ 1) the inverse is H(x) = b(x)"* mod g(x) = (x + 1) mod (x5 +x3+1)
;3' X (X2 =x (X +x3+ 24 x+ 12 =)0+ X+ x5+ X3 +x= Computing H(x) by the Extended ged Algorithm:
Sxtext 00 R XX+ mod (x5+ X2 + 1) [A2=A1-qa2 | [B2=B1-qB2]
Py Py(x) AL(x) A2(x) B1(x) B2(x) Q(x) R(X)
= The order of xis 31!
X+xi+1 x+1 1 0 0 1 | x4+ | 1
Important notice: X+1 1 T 7| 1 ’ < 0—_(x:+x§)‘1 x+1 0
In GF (25): the order of any element XX
Is a divisor of 25-1=31
Divisors of 31 are 1.and 31!
= i !
> The order can be either 1 0r 31! ‘ S HX= (X + 1) mod 06+ 4 1) = (64 ) ‘
X5+x3+1=0
o241 |Check (x+1) (c+x) =xf #4020+ 14X hx 4021 mod (643 +1) qed
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Use the following implementation template:

Hardware Architectures for Arithmetic in GF (2™)
Combined Division and Multiplication

Input bits I(x); .~

[ ) i“ e
VN
3
oFge®
Output sequence
Multiplier: H(x) = hy + hx"+ hyx? - + h,xm
ivisor:  G(x)= g+ gx'+gx2 - +g,xm
Input: I(x) =ig+iX!+ix? ~ +ixk
Remainder: R(X)=rp+ rx! + rx2 - + 1, xm1

Ri=H 1) mod G) = 5+ 5,x7 + 5,x2 - +s,,.xm after clock k+1
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Solution 4-6 cont.:
A circuit which multiplies any serial data stream I(x) by the inverse of the polynomial b(x)= x +
1 that is b(x)" = H(x)= x* + x* modulo the irreducible polynomial g(x) = x* + x* + 1

LsB.. Mse

I(x)=1+x2+x} = 1011

Check:
1(¢) x Hx) =
Remainder ‘X)X)g‘lx,)(x.u,’ /

Hxb4xT 40 4 x5+ x0

Remainder
Ls!

8 M)
FXRF1HCHCH 1+
=xtex2
1 X2
Pxs=14x

Clocking in the data stream I(x)= 1011 | 9g(x) =x*+x3+1
States before clocking each input
Clock Lss . wsB Initial state = 0
1. Input 1  register state 00000 « |~ nextstate
Input 1 register state 00011 |
Input 0 register state 10000 State after clock 4
Input 1 register state 01000
Input x  register state’ 00111 <7

E il o

Result of multiplication= x2 + 3+ x*
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Problem 4-7: ad-hoc Class exercise
Select a polynomial as a modulus for GF(28)
Compute a primitive element
- Wich are the possible multiplicative orders in GF(28)
- How many elements do exist from each possible order
- Compute a primitive element
- Compute other 5 primitive elements
- Compute one element for each possible multiplicative order

Solution 4-7:
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Problem 4-8: ad-hoc Class exercise, Online-Example: ad-hoc Class exercise
Compute the multiplicative inverse of x4 + x2+ 1 modulo x® + x + 1

L YT YC 1 R - T R
1 X

Xotx+1  xt+x2+ 0 Xe+1
Xt + X2+ X3+1 1 X X X24X+1
Xo+1 XX+ X x2+1 X+1 0

As gcd [ P(x), P(x) 1#1 =>a multiplicative inverse do not exist.

Trying another Py(x) = x2 + 1
CP R BW B QW RW

Xox+1 X2 0 1 X 1

3.
¥+ 1 1 e 2 0

As ged [Py(x), P,(x) 1=1, => the multiplicative inverse is P,(x)"'= B2(x) = x*+x

Check: (x2+1) (x%+x) = xF+x¥+x = x + 1+ x= 1 ged
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Online-Example: ad-hoc Class exercise

Compute the multiplicative inverse of x2 + 1 modulo X7 + x8 + 1

Xxtx
T4 x6 + 24
X+x8+1  x2+1 0 1 ] X
X241 X 1 XoHXAHX3HXZXH] X 1
X 1 XX XERXE XXX X 0
Check: (x24+ 1) (XC+xS+xt+x3+x2+x+1)
x'= x0+1
= XBXT OO IO + XOAXIHX X2 HXHT X=X Hx=x0+x+1

=xSex+1+xB+1+x+1
=1
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