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Tutorials extensions for lecture 3
Rings, Fields, Groups

Includes full analysis :

For GF(41), Zy, Z,, (forn=5)
And Z, (forn=5),Z, (forn=4)
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Obijectives of this extended
analysis

Engineering is interested in the behaviour of this
finite state machine:

Input =a, Initial state=a

What is the deterministic size n of this loop?
That is the period of the element a (element’s order or period/sequence length)

Problem 1: Elements of Z,, = GF(41)

. Which additive orders are possible in GF(41)

. How many invertible element under multiplication do exist in GF(41) (number of units in GF(41) )?
. Which multiplicative orders are possible in GF(41)

. Compute the number of elements from each order

. Compute the order of all elements in GF(41) using the primitive element 7

olution 1:
. Additive group = (0,1.2, ...., 40)
The smallest positive solution of the congruence ax = 0 (mod n) s called the additive order of a modulon
The possible additive orders in GF(41) are the divisors of order of the additive group, namely 1, 41
The additive order of element b in GF(41):
for b#0 => orderof bis 41
for b=0 => orderofbis1
2. Number of invertible elements (units) is Euler function ¢(41) = 41-1= 40
3. The possible multiplicative orders in GF(41) are the divisors of §(41)=40=2.2.2.5, namely 1, 2, 4, 5, 8, 10, 20,40
4. Number of elements with order 1is ¢(1) =1
Number of elements with order 2 is §(2) = (2-1) =1
Number of elements with order 4 is $(4) = 4 (1-1/2) = 2
Number of elements with order 5 is §(5) = (5-1)= 4
Number of elements with order 8 is $(8) = §(8) = $(2%)= 8 (1-112) = 4
Number of elements with order 10 is §(10) = $(2x5) = (2-1)(5-1) = 4
Number of elements with order 20 is $(20) = $(2x2x5) = 20(1-1/2)(1-1/5) = 8
Number of elements with order 40 is §(40) = §(2x2x2x5)= 40(1-1/2)(1-1/5) = 16
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Solution 1: orders of all exp of the pi elementa=7 in thering Zg;
5. Orderof7:7'=7#1, T°= 81, 7= 822321, 75=Tx(23)=38 # 1, 79= 23 =37 , 7= 382 =9 = 1, 70= ®2 =40 i | 7() |ged(40.) O’d(”":x’gw(“o*') ! () _|ged(0.) O‘d”””::z’gm("o“’
=> order of 7 is 40, 7 is a primitive element, which can generate the whole group. 1 7 1 21 34 1
If the order of o is k then Ord (a') =k / ged (ik). 2 8 2 20 22 33 2 20
3 [ 15 1 40 2 % 1 40
By selecting i=40 we get ged(40,i)=40. Ord (7') =40/ ged (i,40)= 40/ 40=1 4 23 4 10 24 18 8 5
=> 7%0r 1 are 1 element having order 1 5 | 38 5 8 25 3 5 8
By selecting i=20 we get god(40,)=20. Ord (7) = 40 ged (140)= 40/ 20= 2 6 | 20 2 20 % 21 2 20
=> 7®or 40 are 1 element having order 2 7 17 1 40 27 24 1 40
By selecting i=10,30 we get gcd(40,i)=10.. Ord (7') = 40 / ged (i,40)= 40/ 10=4 8 37 8 5 28 4 4 10
=> 7%, 7%0r 9, 32 are 2 elements having order 4 o [ 13 1 20 29 2 1 20
By selecting i=8, 16, 24, 32 we get gcd(40,i)=8 . Ord (7') =40/ ged (i,40)= 40/ 8= 5 10 | 9 10 4 30 32 10 3
=> 78, 7%, 7% 7% or 37,16, 18,10 are 4 elements having order 5 1| 22 1 20 3 19 1 0
By selecting i=5, 15, 25, 35 we get ged(40,i)=5. . Ord (7') =40 / ged (140)= 40/ 5= 8 TR " 0 2 m 3 5
=>75, 715, 7% T%or 38,14, 3, 27 are 4 elements having order 8 13 12 1 20 23 29 1 20
By selecting i=4, 12, 28, 36 we get gcd(40,)=4. . Ord (7') = 40 / ged (i,40)= 40/ 4= 10 T 5 2 = % 5 20
=>74 7'2,7% T%or 23,31,4,25 are 4 elements having order 10 RN 5 A = 27 5 s
By selecting i=2, 6, 14, 18, 22, 26, 34, 38 we get gcd(40,)=2. . Ord (7') =40 / ged (i40)= 40/ 2= 20
=72, 75,71, 718, 722 7% 7%, 7%0r8,20,2,5, 33,21,39,36 are 8 elements having order 20 Gl 16 8 5 b 25 4 10
Byselectingi=1,3,7,9, 1, 13,17, 19, 21, 23, 27, 29, 31, 33, 37, 39 17 | 30 1 40 37 " 1 40
we get ged(40,)=1... Ord (7') =40 / ged (i,40)= 40/ 1= 40 18| 5 2 20 38 36 2 20
ST 7 TN 70,70 709, 72 78, 7 7, 9 78 7 79 or 19 | 35 1 40 39 6 1 40
7,15,17,13,22,12,30,35,34, 26,24, 28,19, 29, 11, 6 are 16 elements having order 40 20 | 40 20 2 40 1 40 1
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Problem 2: Elements of the ring Zs;
1. How many invertible element under multiplication do exist in Zsg (number of units in Zs5) ?

Solution 2:

3= = = i
2. Which multiplicative orders are possible in Z's 3 251,332 26:33= 412 1 => orderof 33is 6
" 5 1, 37° = 25x37=29 = 1 => order of 37 is 6
3. Compute the order of the elements of Z'ss 1, 397= 0x39= 15 1 => order of 39is 6
4. Compute the order of many non-unit elements => order of 41is 2
Solution 2: => orderof 43is 2
1. Number of invertible elements (units) is Euler function §(56) = §(2°x7) =56(1-1/2)(1-1/7) = 24 = 1, 45%= 9x45=13= 1 => order of 45 is 6
The 24 units in Zs, are: u=1,3,5,9,11,13,15,17,19,23,25,27,29,31,33,37,39,41,43,45,47,51,53,55 (gcd (56,u)=1) 5, 473 = 25x47=55% 1 => order of 47 is 6
2. The possible orders in Zs are the divisors of 2.(56) = lem [1(2°), 1(7)] =lcm (2,6)= 2x6/gcd(2,6)=6 5 1, 513 = 25x51=43 1 => order of 51 is 6
=>the divisors of 6 are 1,2, 3,6 53 = 0x53=29 =1 => order of 53is 6
3. Orderof3:3'=321, 3=621,3=271 => order of 3is 6 => order of 55is 2
5'=521, 5=25#1,5 => orderof5is6
9'=0%1, 97=26%1,9°= => orderof9is 3 alternativ:
1'= 1121, 112=0=1, 11°=9x11=43= 1 => orderof 11is 6 Orderof 3:3'=3»1, 3?=6%1,3=2721 => orderof 3is6
Order of 13: 13'= 1321, 132=1 => order of 13is 2 then ord (at ) = Kiff ged(k,i) =1
Order of 15: 15'=15» 1, 15?=1 => order of 15is 2 5we get ged(6,i)=1 =>3' 3 or 3,19 having order 6
Order of 17: 17'= 1721, 172=9 1, 17°= 17x9=41 1 => order of 17is 6 %1, 52=25%1,6°=1321 => orderof5is6
Order of 19: 19'=19» 1, 192=25» 1, 19°= 26x19=27=+ 1 => order of 19is 6 5 we get ged(6,i)=1 =>5' 5% or 5, 45 having order 6
Order of 23 23'=23# 1, 23?=25% 1, 23°=25x23= 1521 => order of 23is 6 1, 92=25%1,9°=26x9=1 => orderof9is3
Order of 25: 25'=25»1, 25?=9 =1, 25°=9x25=1 => orderof 25is 3 2 we get ged(3,i)=1 =>9' 92 or 9, 25 having order 3
Order of 27: 27'=27# 1, 27?=1 => order of 27 is 2 11, 17=0921,11°=0x11=43=1 => orderof 11is6
Order of 29: 29'=29+1, 29?=1 => order of 29 is 2 By selecting i=1,5 we get ged(6,i)=1 =>11' 115 or 11, 51 having order 6
Order of 31: 31'= 31 1, 317=9% 1, 313= 0x31=55% 1 => order of 31 is 6 Etc...
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g o . Solution 2:
Multiplicative orders of all units in the ring Zs;
4. Cycle structures of non-units
n nA1 nA2 nA3 n"g Ord(n) Element 2 is not invertible. Exponents of 2: 2=2, 2?=4, 2 2'=16,2°= 32,
1 1 20=8,2'=16, 2°=32,
3 3 27 1 2=8,21°=16,2"=32
5 5 5 13 1
9 9 5 1 254=8 2= 16
1 1 43 1
: : Notice: order 2 as a non unitis by definition = = dle structure of the exponents of
Lycle structure of the exponents of 2:
7 9 41 1
9 25 27 1
3 25 15 1
5 9 1 Element4 is not invertible. Exponents of 4: 4'=4, 42=16, 4°=8, 4*=32,
7 1 4=16, 4°=8,47=32,
il 1 4°=16, ,410=32
1 1 9 55 1
3 3 25 41 1 - -
= 2 = - : 4= 16, 454= 8, 455= 32
9 39 9 15 1 -
i o T Notice: order 4as anon unitis by definition = « Cycle structure of the exponents of 4; |
43 3 1 4316 38 ;
5 45 9 13 7 L |
7 a7 25 55 1 |
1 51 25 43 1 -
3 53 9 29 1 N PP
5 5 0 The following table shows the cycle structure of all non-units in Zg
Notice: the involved cycles have a length which divides %.(56) = 6
Technical University of Braunschweig. Technical University of Braunschweig.
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re of all non-unitsin the ring Z .
Cycle structu 9 £ Problem 3: Elements of the ring Z;,
1f2]sJ4fsTef7[efoft0[1]12]13]14 15 48 |40 [50 [51] 52 ]53 [ 54 1. How many invertible element under multiplication do exist in Z5, (number of units in Z,,) ?
) 1547 505 TlnA52lmA S L e
22|46 [t[%]|6|m|w|6]|m]a Gycle strotur T KD 2. Which multiplicative orders are possible in Z'5,
Z I N 2 O I I 2 cycle strture El 8 [ [ 3. Compute the order of the elements of Z'3,
EEIED R cyck sicture a w o
7@ 7 |7 [ oycle structure T 7 a0 4. Compute the order of many non-unit elements
RN I8 I W 7 I N B I I T T 7 )
A 76 [ 24 [ 8 [ 20| 52 [48 ] 16 | 24 | 8 | 90 [ 32| cyclestuoiure 16 Solution 3:
) ofo cyele structure o 1 Number of invertible elements (units) is Euler function ¢(32) = $(25) =32(1-1/2) = 16
S - ErrTe =2 — The 16 units in Z;, are: u=1,3,5,7,9,11,13,15,17,19,21,23,25,27,29,31 (gcd (32.0)=1)
E I 8 a8 |48 cycle stcture 5 2. The possible orders in Zs, are the divisors of A(32) = & (2°)= 2°=8
EED = e ETIETN N ETH 2 =>the divisors of 8are 1,2, 4,8
Eod Bl N % % R 0 B N RPN R I8 B e e R - 3 Orderofd  3'=3#1,3=021,3'=2=17#1 => order of 3is 8
26| 4 16|24 8 [40 [ 32| 48| 16 [ 24 | 8 [ 40 [ 32 | cyclestucwre | 8 |40 | 32 1 ' Orderof 5:  5'=5%1, 5= 25+ 1, 5= 262=17 »1 => orderof5is 8
: j : “’E AT e f’a = ‘V“":"“:”"’ 010 ; ul Orderof 7:  7'=7#1,72=1721,7*=172=1 => orderof 7is 4
2 | 52 [ o | & [lels e s : £ Orderof g 9'=9#1,92= 17 1,9 =1 = orderof 9is 4
54| |46 466 aa]8 cycle structure Order of 11 21, 11222521, 114=17 21 => orderof 11is 8
z N T K if::::::: Order of 13;  13'=13z1,132= 9 1,134=17 #1 => orderof13is8
B 2 I N R 2 YT YTy Order of 15 15'= 152 1,152=1 => orderof 15is 2
w0 40 |52 [48 | 16 |24 | 8 |40 [ 8 | cyclestucture 6 | 24 Order of 17: 71,1 => order of 17 is 2
E B co e e Orderof19; 19'= 19 1,19°= 9 1,19*= 17 1 => orderof 19158
I EIEANNEIED eycie st g = Orderof21: 21'=21% 1, 212= 252 1, 214 = 17 #1 => orderof 21is 8
48 ]® sl e [48]® cycle structure 48 Order of 23;  23'=23=1, 2 7£1,234=1 => orderof 23 is 4
I 5 e e TeTeTs Order of 25 25'= 25+ 1,25= 2521, 25°= 1 => order of 25 is 4
Technical University of Braunschweig Technical University of Braunschweig
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Multiplicative orders of all units in the ring Z,,

Solution 3:

3. Orderof 27: 27'=27+1,27=25% 1, 27*=17 #1 order of 27is 8 n M n2 4 n"g Ord(n)
Order of 29'=29%1,297=91,29°=17 #1 order of 29is 8 1 1 1
Order of 31 31'=3121,317=1 => order of 31 is 2 3 3 9 17 1 8

" 5 5 25 17 1 8
alternativ: 7 7 17 1 4
Orderof3:  3'=3+1,3=921,3'=92=17#1 => orderof 3is8 9 9 17 1 4
If order a:=k, then ord (o! ) = k iff ged(k.i)=1 1 1 25 17 1 8
By selectingi=1,3,5,7 we get gcd(8,i)=1, Ord (3') =8/ged (i,8)=8
=>3' 3% 3 3 or3, 27, 19, 11 having order 8 B 1 o 7 ! 8
Order of 5, 5'=5#1,5=25% 1, 5= 252=17 #1 => order of 5is 8 15 15 1 2
By selectingi=1,3,5,7 we get ged(8,i)=1 17 17 1 2
sl sy B ; " P
rderof 7:  7'=7#1, 72=17£1,74=172=1  => orderof 7is
By selecting i=1,3 we get ged(4,i)=1 21 21 25 17 1 8
=>7' 79 0r9, 23 having order 4 23 23 17 1 4
Order of 15:  15'=15%1,15?=1 => order of 15is 2 25 25 17 1 4
Ee 27 27 25 17 1 8
29 29 9 17 1 8
31 31 1 2
Technical University of Braunschweig Technical University of Braunschweig.
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Cycle structure of all non-units in the ring Z,,
Solution 3:
1 2 [3[4[5(6][7 8 9 |10 {11] 12 13 | 15 16-31
4. Element2is not invertible. Exponents of 2: 21=2, 22=4, 2=8, 2¢=16,2°=0, 2°=0,2=0, 2°=0,
n_[n*[n*2[n*3n*4|nA5|n"6| nA7|n8 | n*9 [n*10jn*11n*12| n*13|n*15] n*16-n"31
20=0,2"=0 2 |2 afsftefofofofjofojofjofofo]o 0
Notice: order 2 as a non unitis by definition = = : 411610410101 010 0 0 0 0 0 0 0 0
6 [4]2af6|o0ofofofofofo]o]o[o]oO 0
Element4 is not invertible. Exponents of 4: 4'=4, 4= 16, 4'=0,44=0,4°=0, 4=0,47=0, 4°=0, 8 |8fojofofjofojofofofoJoJofo]o 0
1010|486 [0f0ofo]jofo]jJoJo[o]oO]oO 0
49=0,41=0
' 1212 |16f|0]ofo]ofo 0 0 0 0 0 0 0 0
Notice: order 4 as a non unitis by definition = < 14|14 |4 |24)t6)0)0jojofojojojofo]oO 0
16 (6| 0ofojJofo]ofo 0 0 0 0 0 0 0 0
Element 30 is not invertible. Exponents of 30: 30'=30, 302=4, 30°=24, 30*= 16,30°=0, 30°=0,307=0, ;g ;Z 146 g '06 g g g 2 g g g g g 8 g
30%°=0,30°'=0 22 |22 |4 |24|16] 0|00 0 0 0 0 0 0 0 0
Notice: order 30 as a non unitis by definition 241241 0]o0jojojolo 0 0 0 0 0 0 0 0
26 |2 |4|8|16[0]0ofo]JojJojofjofo]o]foO 0
28|28 |16|0j0ofofofojofojoJo[fo]oO]oO 0
30 (30| 4 f24]t6[0]0]0 0 0 0 0 0 0 0 0
Technical University of Braunschweig. Technical University of Braunschweig.
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Problem 4: Elements of Z, Where n is not a prime and n=2!+1 or n=2!-1 for several
values of t. Solution 4:
3. Orderof17: 17'=17#1,172=26%1,17°=32#1  => order of 17 is 10
1. How many invertible element under multiplication do exist in Z, (number of units in Z,) ? Order of 19: 1£1,19°=1041  => order of 19510
2. Which multiplicative orders are possible in Z', #1,200=28 41, = °::9’ ": gg is ;0
3. Compute the order of the elements of Z', g => orcerofz3is
25+1,26=3121,25°= 1 => orderof 25is 5
4. Compute the order of many non-unit elements 61, 26°= 2321 = order of 26 is 10
Solution 4: 5+1,28°=10+1 = order of 28is 10
61, 20°= 3221 => order of 29 is 10
1= 2= 5= = i
Fort=5.n=2t+1 =33 Orderof 31:  31'=31= 1, 317=41, 31°=1 => orderof 31is5
forto.n=c +1=9 . 321 2= = P
1. Number of invertible elements (units) is Euler function ¢(33) = ¢(3x11) = 2x10 = 20 Quder of 32 32'= 321,321 order of 32is 2
2. The 20 units in Zs are: u=1,2,457,8,10,13,14,16,17,19,20,23,25,26,28,29,31,32 (gcd (33.u)= 4. Cycle structure of all non-units in the ring Z;
The possible multiplicative orders in Z'5;, are the divisors of A(33)= lem [A(3), A(11)]= lcm(2,10)=10 : EN S E K R BN RN e K
namely 1,2,5,10 3N HESN T N I 2 I I T I P 2 D P
3. Orderof2: 2'=2#1,27=421,2=321 => order of 2is 10 afslafalulew]s]aln
4= 4e 1, 8= 167 1, 4= 1 = orderof 4is5 T T
5'=521,56=252 1,5 => order of 5is 10 {0 I N I T Y A I A
712721, 1221621, T => order of 7 is 10 o [ar 2| s [ 2 [ [ 6 [ o [w| e[ w[a|als|a|6]e|o[wn]n
8'=821,82=31=1,8= 321 => order of 8is 10 S Ll
Order of 10: 10'= ,102= => order of 10is 2 2[5 [wlolar[olw]s]e]n|alw|nlalals|w]s]e]n
Orderof 13:  13' #1,13°=10#1 => order of 13 is 10 z1slwelelulalsleloln
Order of 14:  14'=14%1,147=31#1,14°=23»1  => order of 14is 10 e
Orderof 16: 16'= 161, 16?= 25+ 1, 16°= 1 => order of 16 is 5
Technical University of Braunschweig Technical University of Braunschweig
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Problem 5: Elements of the ring Z,,

Solution 4:
1. How many invertible element under multiplication do exist in Z;13 (number of units in Zy;5) ?
For t=4,n: 15 2. Which multiplicative orders are possible in Z'y
; ;‘;m;ef Dﬁnvzemb‘e e‘é’:elﬂ‘i.(,ug\ﬁ EE:‘? ";ﬂg\svﬂ)¢5:5)=¢(3x5)= x4=8 3. How many primitive elements under multiplication do exist in Z;;5
e 8 units in Z;s are: u=1,2,4,7,8,11,13,14 (ged (15,u)=" g
The possible multipicative orders in Z',s are the divisors of A(15)= lom [1.(3), A(5)}= lem(2 4)=4 4. Compute the order of the elements of Z'y;
namely 1,2,4
3 Orerofz  2=2+1,2= = order of2is 4 .
By selecting i=1,3 we get ged(4, =>2' 29 or2 8 having order 4 Solution 2:
r of 4: 41=421, 4= => orderof4is 2 1 Number of invertible elements (units) is Euler function ¢(113) =(113-1) = 112
Order of 7: T=T21, => order of 7is 4 The 112 units in Z; are: u=1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17, ...... 112 (gcd (113,u)=1)
By selecting i=13 we get ged(4, =>7' 7° or 7,13 having order 4 2. The possible multiplicative orders in GF(113) are the divisors of ¢(11 22227, namely 1,2,4,7,8,14,
Orderof t1:  1'=t1,1 order of 11is 2 16.28.56.112
Orderof 14 141=14x1, 142=1 = orderof 14is2 3. The number of primitive elements in a fiite field GF(n) is ¢(n- 1) =¢(12) = §(2¢x7) =112(1-112)(1-1/7) = 48
4. Orderof2:2'=2#1,22=421,2'=16%1,27=1521, 2°=30%1,2"= 1122 121%=109= 1, 2%=1
4. Cycle structure of all non-units in the ring Z,5 = order of 2is 28 §
Order of 3: 3'=3# 1, 3= 02 1,3%=81= 1, 37=40= 1,3°=7= 1, 314 = 182 1, 31°=402 1, 3% =08« 1, 3% = 1122 1
1 2 f ] 5 6 1 ] s [0 [ # [ w6 [wu => order of 3 is 112
T T T T oe a5 1w | or T o T oe [ o | o | oz o3 | o Order of 4: 4'= 4 1, 4= 16 1, 4'= 30% 1, 47= 1122 1,4°= 1092 1, 4= 12 1
] 3 9 2 6 3 9 12 [} 3 9 1 [} 3 9 => order o"lils 14 B L - o " o . .
s [ 5 [ 0 | 5 | 0 | 5 [ 0] s [ w5 | 0|5 | 0[5 [w wsﬁsi:‘z 5226521, 5=60% 1, 5 = 42 1, 59= 97 1, 51 =69 1, 5/6= 30 1, 5% = 152 1, 5% =112 1
s [ 9 [ o [« [ 6 [ s [ s [ o[8[ o6 [ s 563 [5s E_: order of Sis
10 10 10 10 0 10 10 10 10 0 10 10 10 0 10 c.
n ] w9 f [ v | 9 3 [ I ) 3 [
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Multiplicative orders of all units in the ring Z,;;
na nA2 | NA4 | nA7 | nA8 | n”14 | nA18 |nA28 [nASE nA112] Ord(n)
i 7 T 5 7 7 7 T i
56 [ 713 | o5 | Zs
7 s 4o [ ea [z i1z
R — Py
o7 [ 6o | s0 [ 35 [ iz KT
7 o5 a0 [ ma iz 1z
7o T 54
os [ wiz | as 5 2=
5T o T N P - se
S5 [ aa [ voe [ 318 i1z iz
Za | o8 | woe [ a1z [+ =
S [ 1a [ Yo | sa [ a1z i1z
T S =30 Se
e a1z [ 5o T Za
S
>
85 [ o5 [ wos s s TiE
5 )
7T es | a5 | 75 [ i1z
e [0 o [ is [ iis K]
s [ e | 20 [ oo [z iz
Ao v [ e iz 3
Sy e 50 [ s [iiz i1
s [ o5 | 20 [ oo iz iz
So | 7e o5 [ 312 Se
T T T R N L 3 se
% [ eo [ e [ s [z 1z
55 s o5 =5 [ =
52
57 [ es [ mo [ s s s
- 78] s ss[ e iz
EG) e Tos] T Zs
£
Technical University of Braunschweig
1DA: nstiute of Cormpatersnd Network Enginering Page: 21




