Introduction to Cryptology

Tutorial-02-1
Mathematical Background:
Groups, Rings, Finite Fields (GF)

15.03.2023, v47

Summary: Ring of Integers modulom Z,,

Euler Function ¢(m) gives the number of invertible elements in Z,,

Form=p{'pfpft..p® = QM) =m(1-5)(1-F ).

Form=p; p; ps.... p; = &(M)=(pi=1) (p= 1) (Ps= 1)

Order of elements in the Ring of Integers modulo m: Z,,

The invertible elements in Z,, build a multiplicative group called Z' , with the following
properties : h h
+ The number of elementsin Z'is ¢(m)
+Z',is a cyclic group if it contains an element with the order ¢(m)
+ The order of any elementin Z',, divides ¢(m)
« If the order of o is k then Ord (o) =k/gcd (i,k)
special case: If the order of o is k then the other elements with
orderk are (o) where ged (i.k) =1
+ Number of elements with order k is = ¢(k) if Z,,is a cyclic group
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A Problem 2-1: Elements of Z,,
Summa! y: Euler and Carmichael Theorems How many invertible element under multiplication do exist in Zs; (number of units in Zy;)?
N 2. Which multiplicative orders are possible in Z'3;?
Euler’s Theorem 3. Compute the order of the element 2, 5 and 7 in Zs;.
For any unit uin Z,,where ged (m, u) =1 ( or for any element in Z',,) , the following holds: 4. Compute 3 other elements having the same order as 2, 5, and 7.
wm=1 (inZ,) 5. Compute the order of the elements 10,32,23.
6. Compute the order of elements 4 and other elements having the same order.
Fermat ‘s Theorem (a special case of Euler’s theorem): % e lements (i) is Eulr fncton $(38) = 63H1) = (B1)(111) 220
= e il = p-1= il i - lumber of invertible elements (units) is Euler function = *11) = (3- 1) =
Form=p, where pis prime => uP*=1_in Z,for any integer u The 20 units in Zy, are: u = {1,2:4,5,7,8,10,13,14,16,17,19,20,23,25,26,28,20.31,32 } = 7', (ged (33.0) = 1)
2. Possible multiplicative orders of in Zy, are the divisors of A(33) =lem[¢(11), ¢(3)] = lem(10,2) = 0*2/ged(10,2) = 10
i ° => Possible orders are the divisors of 10, which are 1, 2, 5, 10
W I Nz i I ichael’s fi . . 3. Orderof2:2'=2=1, 2 2 -1#1 => order of 2is 10
e greatest order of an elementsin Z',, is cal ed_Carmnc ael s function A,(m): 5 =-10=2321=> order of 5is 10
A(m) divides ¢(m), foranyu € Z',,, uxm=1 inZ* ) 13416=10%1=> order of 7is 10
4. Iforder o = k, then ord (o ) = kiff ged(ki)=1. Byselectingi=13,7.9 we get ged(10,i)=1
Carmicheal's function A(m) : => 21,2, 2,25 or 2,8,29,17 are 4 elements having order 10 T —
; § => 55 5,59 or 5,26,14,20 are 4 elements having order 10 | having order 10 is not $(10) |
TA@=1, A2)=2 A2)=27 f : ! : g order 10 is not $(10) |
| M@=t A=z A or 023 | => 7073, 71, 7% or 7,13,28,19 are 4 elements having order 10 {25 7'y is not a cyclc group |
| %)= ®(p?) = (p- 1p! for p oddprim. | 5. Orderof10: 10'=10=1, 102=100=1 => order of 10is2 : !
| | Order of 32: 32'=32=-1=1, 322=1 order of 32is 2
 form =Pt P2 Pyt P | Order of 23: 23'=2: 01, 237=(-10) 0=1 => orderof 23is 2
31 _ AR, R | 6. Orderof4: 4'=4=1, 4=161,4"=254=100=1=> orderof4is5
L Mm) = fom [A@), Mp%), ... Apy™)] : Forged(5i)=1=>i=1234 => 41,42 4, 4* or 4,16,31,25 are elements having order 5
Page: 3 Page: 4

Problem 2-2: Elements of Z,; = GF(17)

How many invertible element under multiplication do exist in GF(17) (number of units in GF(17) )?
Which multiplicative orders are possible in GF(17)?

How many elements do exist from each possible order?

Compute the order of the element 2 in GF(17).

Compute all other elements having the same order as 2.

I S

Solution 2-2;
1. Number of invertible elements is Euler function $(17) = (17-1) =16
2. The possible multiplicative orders in GF(17) are the divisors of ¢(17) =17 — 1 =16, namely 1, 2, 4, 8, 16
3. Number of elements with order 1is ¢(1) =1

Number of elements with order 2 is §(2) = (2-1) =1

Number of elements with order 4 is ¢(4) = 4 (1-1/2) =2

Number of elements with order 8 is §(8) = $(2%) =8 (1-1/2) = 4

Number of elements with order 16 is ¢(16) 24 =16 (1-1/2) =8
4. Orderof2:2'=2#1, 22=4=1, 2 16=-121, 2=(2%2=-12=1 => orderof2is 8
5. Iforder c =k, then ord (o) =k iff ged(k,i) =1. by selecting i =1,35,7 we get gcd(8,i) = 1.

=> 21,23 25,2 or 2,8,15,9 are the 4 elements having order 8
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Problem 2-3: Elements of GF(23)

oo wn s

How many invertible element under multiplication do exist GF(23) (number of units in GF(23) )?
Which multiplicative orders are possible in GF(23)?

How many elements do exist from each possible order?

Compute the order of the element 2 in GF(23).

Compute all other elements having the same order as 2.

Compute the inverse of 28 in GF(23) without using the ged algorithm.

Solution 2-3:
1

2.
3.

Number of invertible elements is Euler function $(23) = (23-1) = 22 elements
The possible multiplicative orders in GF(23) are the divisors of 23 — 1= 22, namely 1, 2, 11, 22
Number of elements with order 1 is ¢(1) =1
Number of elements with order 2 is §(2) = (2-1) =1
Number of elements with order 11 is (11) = (11-1) =10
Number of elements with order 22 is §(22) = §(2*11) = (2-1)(11-1) = 10
Orderof2:21=2#1,22=4 =1, 2¢=16=-7,25=-14=9,210=81=12, 2''=12"2=24 =1=> orderof 2is 11
If order o =k, then ord (') = kiiff ged(k,i) = 1. By selecting i=1,2,34,5,6,7,8,9,10 we get gcd(11,i) =1
=> 21,22, 25, 24,2525, 27, 282°, 2" or 2,4,8,16,9,18,13,3,6,12 are the 10 elements having order 11
The inverse of 2'® is 218 . The modulus in the exponent is $(23) = 23-1 =22
2718 =182 =24 =16, Check 2'8 = (292=62=13 => 16*13 =208 = 1in GF(23)
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Homework: Elements of Z,;

1. How many invertible element under multiplication do exist Zy5 (number of units in Zy5)?
2. Which multiplicative orders are possible in Z'35?

3. Compute the order of all invertible elementsinZ's5.

4. Find the cycle length for all non-invertible elements.

Homework: Elements of Z;y

1. How many invertible element under multiplication do exist Zsq (number of units in Z;)?
2. Which multiplicative orders are possible in Z'5?

3. Compute the order of all invertible elementsin Z'5q.

4. Find the cycle length for all non-invertible elements.

Homework: Analyze the structure of GF(29), GF(83), 216

Z2" Is awidely used ring in modern cryptography
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