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Cryptographic
Identification Mechanisms/Protocols

1. Secret Key Mechanisms
2. Public Key Mechanisms

Required for every solid security system!
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Challenge-Response Identification Mechanisms
. g . Explicit Secret Key Signature
1 . s ec ret- Key I d e ntl fl catl o n Authenticity without Secrecy
Mechanisms
Set up: Agree on a secret key K;
Prover A and a One-Way Function F Verifier
K; K;
. . 0 G e
Require a secret key agreement! Who re you 1 Peove oy ing  tht yo ko ?JEZ'ES"":'}
RES=F(K;, R) o
1am A, and this s the proof : RES FRES S F(K,, R)
(Response) then accept
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GSM Challenge-Response Identification
(SIM-Card identification)

Verifier's
GSM-HLR
CH(t) 128 bits CH(t)
RES” 32 bits RES
RES'=RES? | Accept/
TCOMP128 H Reject
{COMP128 !
\ Hash mapping !
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Improved Symmetric Challenge-Response Identification Mechanism
(Standard usage in modern network protocols)

Set up: Agree on asecret key K;
and a One-Way Function F

Prover A Verifier
Ki K; Rv
Rt
Who are you ? : Prove by using Rv that you know K, _ Generate
Authentication Request “((r:ahr:\jlzy:gz/

RES=F(Rt, K;, RV)
| am A, and this is the Eruoi : RES, Rt If RES 2 F(K;, Rt, Rv)

(Response) then accept
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2. Public-Key Identification
Protocols

No secret key agreement is necessary!

Identification Protocols/Mechanisms

Zero- Knowledge lterative Proof (ZKIP)
Authenticity without Secrecy
Prover Verifier
Who are you ?
Authentication Request

I'am A, and this is the proof without revealing secrets

This protocol can be repeated many times for higher security !

The proof s called a Zero-Knowledge proof if:
Prover reveals no secrets (whatever) to the verifier !
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. ; : Example: Fiat-Shamir Proof-of-ldentity Protocol (1986
Fiat-Shamir Proof-of-ldentity Protocol (1986) Knowled y (1986)
AZ ge proof protocol !
A Zero-Knowledge proof protocol ! m=p;p, =35
m=p;p, Py P, are secrets
Py P, are secrets B : which no body public directory
g Security refies on the
which nobody | |publicdirectory Security relies on ”?e should know I -
— Factoring Problem ! m=35 is RSA type modulus
mis RSZA WpeZmOd“l”S X, = secret key of A<8—F>y, =X,2 =29 in Z,, (modm)
X, = secret key of A: by =X in mod m)| 7y
8 Ya= X, m (mod m) N ProverA Verifier
Prover A Verifier A chooses a nit =11, ged (11,35)=1
A chooses a unit r, ged(m,r)=1 inZ;, and computes § =2 = {12=16_|am user A, $=16) "~ randomly choose b
inZ, and computes s=r2 (1am userA, S) randomly choose b b=1o0r0
b=1or0 b=t \.
X, X, S a
b S ™y @ ! jy
a 2 = b=
\ =18 ft2 =8 .yrb=
t= b t l t=rx=11X8=18 182=16X 29!
Attacker can cheat wl : GE =_S . Yab=- Py 9 =0
he stores earlier then Ais authentic then A is authentic
Lo atlon it | Prob. of a successful attack after k random trials = 2+ (Aknows x,) (Aknows x, )
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Omura Proof-of-ldentity Protocol Example: Omura Proof-of-ldentity Protocol
Public directory
public directory Security relies on the aXe=2"=56=y, — %(%5 o2
. - n Discrete Log. Problem ! =
a is a primitive element in GF(p) lscrete Lod. robem Prover A Verifier
aX =y, ——+y, = publickey of A X
a
ifi Randomly choose k=40
ProverA Verifier Redt Who are you?, R=41 yR =g k=
xa
Who arevou?. R Randomly choose Rio= itz i _lamuserA,  RN=40 check RX:=Y0
R L = 2440 mod 82 = 4() 40= 564
/ | - 40= (21)0=40
RX amuserA, R _ ) .
checkR*@ =y k=g X2 => User is authentic
Is not Zero knowledge if verifier cheats !
Page: 11 Page: 12
11




Template of Schnorr’s Identification/signature Scheme

Secretkey x,<q
Y, =™ mod p

Open Directory (as DH public directory)

GF(p), Element a has order q such that
q is prime which divides p-1

Ya: publickey of signer A

User A sings a message M:
Random k € GF(Q) r=¢"mod p
A good and strong hash H function is required @ Compute H(M |r)
@ Hash:m=H(M |r) Similarity to EIGamal Signature! @ Verifiecation
(3) signature= S = (k<%,m) modgq iFm=HM |r)
@ | Asigned messageM is : M, (S,m)

is authentic

‘Notice that r'=g* " o%" = ak‘
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Physical Security

1. Why Physical Security
2. Physical Unclonability
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Why Physical Security? Popular Attack Scenarios
Why unclonable physical units? Physical Replacement/Substitution Attack
= Commercial-economic reasons (Cloning) ~
sl |dentity (Privacy) 7 ﬂ.
= Know-How protection (IP-Cores) o Intruder
)l

= Medical @ Customer \ Legal

Unit
= Automotive units 7'334‘ *

g Fal
= E-Money ... -‘r}; lensi;s
= Smart-Home, -City, -Gouvernement, Consumer, lOT .- Examples: ;:::: Ir:;:l::ztb::;station attack (G5M Mobile system)
15 16
Popular Attack Scenarios Popular Attack Scenarios
Tele-service attack: Channel Hijacking Attack .
J g Network unit replacement attack
/& Fake unit
Legal
Service Access
False Access
18




Popular Attack Scenarios
Replacement Attack- Hardware patch

- Manufacturer cheats!
- Attacker has successfully cloned the unit!

Gateway in —— /—,If—> Gateway out

Requirements
1. Unit structure should be unclonable or clone-resistant!
i 2. Unit should be unchangeable “Tamper-Proof”!
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Two Basic Requirements for Solid Security

1. Identify and trust each other (Mutual-Authentication)
2. Establish a secured link (secrecy)
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Contemporary State of the Art
- Identify & Trust (Authentication) Physical Security
- Physical uniqueness !! ?
- Unclonable units !! ?
- Electro-Mechanical identity (Mechatronic-Identity) !1? State of the Art for
(Automobile, Production Machines, Robots ....) . . .
basically clonable Physical Units
- Secured link (secrecy)
Relatively mature technology
Pago: 21 Pago: 22
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Practical GSM Security Gaps Attack on GSM device Identity IMEI
7 Mobile serial number IMEI (International Mobile Equipment Identity)
A5 Cipher 3
International Mobile Equipment Identity Broken 1999 '______Id:":(y 'e_qu_est
IMEI (non-secured) " Ma""falc'::rr Identity i IZE'IT!!’!ZZ:W i
1
Subscriber Identity Module ) 1L E :
oo 4 T
\ o H 1
i i
ey b am
 Cloned for some standard function i | (PN
3 (150 000 challenges. Berkeley Univ.) i :
iNo collapse. System still solidt |
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Physically Unique Units Production

Common technique:

inject
un-removable
| and Provable
Identity

Fabricate equal objects Unique objects
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Personalizing Physical Entities : One-Way Injection

Mechanical simulation

One Unique
e, Provable
Identity
One-Way Module
(One-time) - tamper f
ne-ti perproo
» Injection -un-removable

Basically clonable
) ) as somebody knows
Unique object e injected key and

Neutral objects
can reveal it
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Requirements on Physical Uniqueness :
q o rod y ; q State of the Artin
In Froduction - :
Unclonable Physical Units
Personalization requirements:
- Uniqueness DNA-like
- Unclonable, Clone-Resistant Physically Unclonable Functions
- Remotely and securely Identifiable ‘
- Low cost (PUF S)
- Resilient security if cloned!
(brake-one brake-allimpossible!) . . . .
Bio-Inspired Provable Physical Identity
Make use of born uniqueness properties (DNA like)
Page: 27 Pago: 28
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Best physical Identity: As the born DNA-like provable identification State of the Art: Unclonable Devices by:
Biological DNA Analog Physical Unclonable Functions (PUFs)
~ Since 2000 many proposals ‘
i N i . Delay based
T et ——> Chemical Markers ‘ s
= Bio DNA: 2% =3-10% | coating
e : Silicon PUF
Identification by matching markers N
Fbcruieia scls optical fiber PUF "
Optical
RF COA Unclonable
Physical Unclonable Functions PUFs offer DNA like Identification Techniques LC-PUF DNA-Chain
Ideal PUFs are: Born unpredictable and unclonable physical VLSI properties. S-RAM PUF Delay PUF
In other words: PUFs are analogue non-linear, hard to model or to copy, unpredictable huge Arbiter PUF Butterfly PUF
mapping in a semiconductor VLS device fluorescent PUF diode breakdown PUF Coating PUF
PUF Discreto Discrete So far all have ble PUF r (Capacity)
Discrete R g:':“_w’" __I Analogue | pioceor | Identification “Reproducibility” acoustic PUF 3 B
stimulation Mapping Response Response problems! controlled PUF —
lect mark ) hqmmlimn
(selectmarker) JVLSI Analog functions!lt | PRG"g 0 perties: Similar to the biological DNA
Page: 29 Page: 30
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http://upload.wikimedia.org/wikipedia/en/d/d4/RNA-codons.png
http://en.wikipedia.org/wiki/Image:ADN_animation.gif

PUFs inconsistency and aging difficulties

*

pdfy

response R

challenge C

- Same input =>Different response
“noisy function”

“complex interaction”

Bad reproducibility due to : Operating conditi izati ility), Aging, ... ‘

*

A
x y K
PUF fuzzy cryptographic
secret key

Fuzzy Extractors: Complex, Costly (sign. Proc + ECC)
+ Source: R ESATICOSIC. K acRYPT .
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Fuzzy Extractor for (PUFs)

O Fuzzy Extractor: is used to correct errors in reproducing
the PUF response by deploying error correcting codes

(Enrolmentprocess N
2 a Helper Data Helper Data (HD)
Extractor Key
\__One-Time-Process J
( Reconstruction ™\
c R Fuzzy Extractor
n Error Correction Koy
Helper Data (HD)
\___Repeated Action J
‘ NOTICE: Helper Data: need not to be secured! ‘
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Bio-Inspired |dentification Protocol Best physical Identity: the born DNA-like provable identification
Biological DNA
DNA-Like Marker-Based Identification
DNA-Like Marker-Based Identification DNA-lke Identity chain \, Chemical | .
Carrierffunction |_»| Extractor Chemical Markers ]
e | Bio DNA: 2*® combinations =3 - 1012 |
ci Identification by matching markers
List generated and kept secret
by the proving authority
Secret Pair’s List o ST ——
C -R s o
N ” {lfmax|CR| 2 o, Then unitis unclonable
= e -
- Tow-way Protocol:
G-R 1-send C, to the object
Uptox 2- Object responds with R,if authentic
- Cancel the pair C, - R, from the list and never use it again
If C and R each having n-Bits, Max table size: 2n 2" equal marker extracts
(example: for n=128 i ible to store) , that is the unit is N#B#C#D
Page: 33 Page: 34
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Selected Proposed o
Physical Unclonable Functions PUFs Silicon PUF
MUX Chain or Arbiter PUFs
Principle: Compare delay time in a chain.
Device Each physical chips exhibits own different delay time behaviour which identifies it
Few promissing PUF’s i
nique >0 0 1 Res
ili Challenge esponse
= Silicon PUF + o /
- Unclonable | Response v
= Intrinsic PUF Challenge P T top
. J- path is
L Optlcal PUF ; faster,
C Identification moaule (Function) Rising else 0
- . Edge
Oatlng PUF Identification by checking challenge-response behavior step
Like DNA
Source [8]
Page: 35 1. Page: 36
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http://upload.wikimedia.org/wikipedia/en/d/d4/RNA-codons.png

Silicon PUF
Ring Oscillator Design Procedure

Intrinsic PUF(I-PUF)

MUX S- RAM P U F | S-RAM initial state after poweron
| Is mostly the same. (re-production!!)
= | However different from chip to chip
< Power up
Output
h HHIM'I
Input Source [8]
Compare frequencies of two oscillators.The faster oscillatoris y ined by
Page: 37 5. Page: 38
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Real-Field SRAM PUF in the Market
Intrinsic PUF(I-PUF) o ,
. o O Microsemi SmartFusion®2 Techn. SRAM PUF i Gate L
SRAM PUF : Intra-Chip Variation e (7 S rersecrets!
Manufacturer ==
Principle: Read some memory area to identify physical units
S-RAM initial state after power on is mostly the same. (re-production !!)
However different from chip to chip
|
i i
!
souce ] ... SRAM, Delay-based, ...
Page: 39 Page : 40
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Ovptical PUF Optical PUF
ptica ; :
Practical set-up relatively complex
Principle: Difference in reflected and refracted ray of light on a surface
___Laserbeam
Challeng
4 ' Scattered/reflected
¥
beam
Response
o7 ouTCe (8]
3. Page: 41 Page: 42
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Optical PUF
Possible Integrated PUF

Device for creating
Challenge-Response pairs(CRPs)
)\ Light Sacttering Particles
Light

Scatering Element
Coupler

Protec

10" 20,00 ‘e ® N e e le 20 ¢% g ", -t
Chalenge R T R Y T o X Lo L
by the cover
light

source

—NL N

Coating PUF

Principle: Different capacity sensed at by different sensors

e dielectric coating material

R ga="

Active layers + lower m&al Iaye\\ sl | |
s

EEEIE

Picture Light Detecting 107-LC layer Bulk \ T
CMOS Light Sensor/Display Chip Elements Elements |
[[] top metal [ passivation \- €, \Tj €, |
Source [8] S Capacity differences
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Coating PUF Possible attacks on PUFs
- Manufacturer cheats!
Challenge — [— Response
Detectable !
1. Manufacturer has to be trustable!
2. Tamper-Proof technology is required!
S_—
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All Analog PUFs are however,

1. Still complex and costly to produce

2. Sensitive to temperature and supply voltage etc.

3. Have long-term reproducibility “Aging” issues !
(non-Consistent in the long term!)

Still relatively limited for real field use!
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