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A RSA cryptosystem with two users A and B having the following secret prime
number pairs: for user A: 53 and 17 and for user B: 41 and 19

1. Find out the adequate public key of user A from the following list of integers:
[35, 26, 48] giving the reason for your choice. Compute the corresponding
secret key of user A.
Find out the adequate public key of user B from the following list of integers:
[125,1024,31] giving the reason for your choice. Compute the corresponding
secret key of user B.

~

@

How many public keys are possible for each user?

IS

. User A encrypts the message M=9, and send the resulting cryptogram Y,z to B. User
A then signs the cryptogram Y, and the sig Spg - Compute Yyg and Syg.

o

Decipher the cryptogram Y,g on user B’s site and verify the Signature S,g.

L

User B signs the received message M and sends his signature Sg, back to A.
Compute the signature Sg,.
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1. Find out the adequate public key of user A from the following list of integers: [35, 26, 48]
giving the reason for your choice. Compute the corresponding secret key of user A.
Ny =53x 17 =901, @ (N, ) = (53-1)(17-1) = 832
ged [y, @ (N, )]= 1 => select 35 as ged (832,35) = 1
E\=35

D, =-309 mod 832 = 523 (see computation below) D,=35"mod 832=-309 +832 = 523

et T VERSE VALGE]_GCD
s3] 10
R
BB
EV
e
o[ veRsE= [l eco= | 1

2. Find out the adequate public key of user B from the following list of integers: [125,1024,31]
giving the reason for your choice. Compute the corresponding secret key of user B.
Ng=41x19=779, @ (Ng) = (41-1)(18-1) = 720

gcd (Eg, @ (Ng) ] =1 = select 31 as ged (720,31) =1 Dy=311mod 720=-209+720=511
Eq=31

m ] u [ai]a] b2 | o] r [INVERSE VALUE] GCD
Dg =-209 mod 720 = 511 (see below) [720] 3110 1 (28] 7
1] 7 [ol1] 1 2343
713 [1]a[23] 03 [2]1]
5 1 [alo[es]200[5]0] 1

3. How many public keys are possible for each user?

#of keys for user A= g [g (N, )] = ¢ (832) = ¢ (26,13 )= 832(1 -112) (1~ 1/13) = 384 keys
#of keys for user B= g [p (Ng )] = ¢ (720) = ¢ (2¢. 32. 5)=720(1 -112) (1113 ) (1 115 ) = 192 keys
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4. User A encrypts the message M=9, and send the resulting cryptogram Y,g to B. User
A then signs the cryptogram Y,g and generates the signature S,z . Compute Yyg and Syg.

— (M) o,

Yap = (M) mod Np Spe =(Yps) " MOd N,
Yas = (9)3Lmod 779

Yup = 196

S e =(196)* mod 901=780

5. Decipher the cryptogram Y,g on user B’s site and verify the Signature S,g.

Decryption: Verification:
M = (Y,5)% mod N check if:  (Sap)PAmodNa = YapmodN,
M = ()" mod 779 (780)35 mod 901= ... = 196 = Yy

=> slgnature s authentic!
M = im0 [0 g

6. User B signs the received message M and sends his signature Sg, back to A.
Compute the signature Sg,.

Sy = (M)% mod N,

Sy = (9" mod 779 =688
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P2: ©P)
(b)  Ablock cipher with a key length of 256 bits is encrypting a clear text with a
block size of 1000 bit having a clear text entropy of 900 bits.

1. Compute the unicity distance of the cipher n,
2. Compute the new unicity distance of the cipher if 500 random bits are
appended to each clear text block
3. Is the cipher theoretically breakable after this modification if the attacker
can observe 2700 cipher text bits? Why?
Solution:
K= 256 Bits, H(x)=900 Bits, N=1000 Bits, r=?
1. Unicity distance n, = Kir
As r=[N-HX ]/N (4]
=> r=(1000-900)/1000=0.1 => n, =K/ = 256/0.1 = 2560 Bits
2. ny=[(L+N)IN]- n,

', = [(500 + 1000 )/ 1000] - 2560
n', = 3840 Bits

3. The number of observed cipher text bits is only 2700 bits and is less than the unicity distance
(3840 bits). Therefore, the cipher is theoretically not possible to break
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P3:  Compute the multiplicative inverse of (011000000),

¥ 7P)
modulo P(x) = (110110001), and verify your result! TP
Solution:
Extended gcd Algorithm: B2=B1-qB2
Py(x) Pyx) B1(x) B2(x) Q(x) R(x)
B +x 1] x4 Xxt1
= =
Xaxs | a1t X
Wl | o o1
e 7 1 e Ko 0

= R
K= XXX =X X T4+ X
S XXt e x

KO xE 438 x4 X4 =AT 4304+ 40X R
=xie1ex+x?
X=X
X2 x40
XB=xX x5+ x4

| S(ensntnn) = (K +x6) 1
(Ecnonis) . (X +X0)

15+ e X0+ 0 g4 74 14 5 47
194 x4 X104 7

AR 3 A

modulo (38 + X7 + %3+ x* + 1)

P4:  ADiffie-Hellman (DH) public key exchange system uses GF(2¢) deploying the

Ll o

(21P)
irreducible polynomial p(x) = x%+x3+ 1.

For B =x, compute ' fori=1to 10. What is the multiplicative order of x?
Which multiplicative orders are possible for elements in GF(2)?
Prove that the element 5= 1+x = 000011 is a primitive element.
Compute the multiplicative order of 5'*
Use the element & as a public element in the above GF(26) and compute the DH
public keys Y, and Y, and the shared secret key Z,; for users A and B having the E
secret keys X,=42 und X,=14.

compute the binary vectors for Y, and Y, and Z,; by making use of the

following : & 7= x5+ x2, § 21 =1 + x3,

What is the probability of getting an element with order 21 if the element is picked
up randomly from GF(26)?.

For any element a from GF(26), compute t for which a”'=at -

Compute then x' mod p(x) using that result. (Hint make use of the results in 1)

Verify your result.
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Solution: 4. Compute the multiplicative order of 5
1.ForB=x, compute ' fori =1 to 10. What is the multiplicative order of x? ord(s) =@ _____ 8 _63_
ged(ord(9).i)  ocd(6314) 7
PY=xX+X+1=0 = 6 =X +1
s 5. Use the element & as a public element in the above GF(25) and compute the DH public keys Y, and Y, and the
2=x shared secret key Z,g for users A and B having the secret keys X,=42 und X,=14.
B=x compute the binary vectors for Y, and Y, and Zy; by making use of the
xt=xt following : § = x+1, 87=x5+x%, §21=1+x3,
¥=x e R e
X=X+ User A: Public directory GF(2%)
X=X x =42, B=x+, PR =X +x0+1 | )
Box 4R Y, =522 modpendst) | Ya =X =001000 ; = (57
R +0= 4R+ =1 = ()= (8 2= (s 1Y, : (o0
X0=x =304 =X+ 41 =50 N Oah = x4 x
ord(x) =9 =001000 =010010
2. Which multiplicative orders are possible for elements in GF(26)?
Common secret key for users Aand B
Possible orders are the divisors of 2°- 1 =63 7,0 = B0 ()2 1M = (x41)21 = 041
Divisors of 63 are:  1,3,7,9,21 and 63 Z,,=x3+1 =001001
3. Prove that the element 8= 1+x = 000011 is a primitive element.
6. What is the probability of getting an element with order 21 if the element s picked up randomly from GF(2°)2.
(1) = x+1 #1 Xo= x4 1
(1) = (x+1)2. (x1) = (241).(x1)= XoexPex 2 4 X7= X +x #0f all non-zero elements : 26 -1 =63
(cH1)7 = ((H1)92. (1) = (Prrexr1)2. (x#1)= (Brxaxe) . (xr1) = xxdncexs Xt Xe= x5+ # of elements with order 21: ¢ (21) = (7x3) =(7-1)(3-1)=6.2=12
e hOtxs HXHXHH x4 X 1 6+x0 Probabilty of (element's order=21) = (12/63). 100 = 19.05 %
H)T L ()2 = (50) . (x2+1)= XT+xt0EHx2 = xbxcexts xo4x2 =xEexE 1 =3 +x0+1 =1
)21 = (k1)) = (xE2)® = (15022 - (542) = (xT0+x) - (X52) = (xx) - (X5+x0) Ko=x
=X =X #1 D ord (x+1) = 63
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7. Forany element a from GF(25), compute t for which o= at (15P)
Compute then x" mod p(x) using that result. (Hint make use of the results in 1) P5:  El-Gamal crypto system is set up using the prime number N =2 - 281 + 1 = 563 generated by
Verify your result. applying Pocklington’s Theorem, where q=281 is a prime.
For any element t, o' mode63
=X = (00 = (1)K 1. Prove that N is a prime according to Pocklington’s Theorem.
e e ) 2. Find a primitive element in GF(563) and use it as a public element in ElGamal public key system
X=X = X (show all necessary computations).
Verification: 3. User A encrypts the message M=33 and send it to user B who has the secret key X,= 70 by using the
random number R=17. Compute B’s public key Y, and the encrypted message C,and r.
4. Decrypt the cryptogram C, on the receiver side B showing all necessary computations therefore.
5. Let user A having the secret key X,= 133 compute his Signature S, according to ElGamal signatul
scheme shown below for the same message M=33 . Select one adequate k from the following list (k =
22,270,89).
public directory
User Asigns M Verifier
X, =Secret Key of A
ax=y, XA
if
= M " )
KT (M-r.X,)mod(N-1) = S memmpp| g
. Then Mis authentic
kRandom unit
inZy Signed Message S,
Page 11 Page 12

11

12



Solution:
1. Prove that N is a prime according to Pocklington’s Theorem.
N=R.F+1=2-281+1=563 F=281isaprime,andR=2. IsN=563aprime? (1)
Choose a=2.
Proof: 1. god (a®™Vm—1,N)= ged (a1 N)=ged (2>-1,563)=ged (3,563) =1 is true

2. aM=1(modN) & 2= 1 (mod 563) is true

3. F>VN
281>\563=237 => 281>23.7 istrue
As all conditions 1,2 and 3 are all true => 563 is for sure a prime number

2. Find a primitive element in GF(563) and use it as a public element in ElGamal public key system
(show all necessary computations).

Possible orders are the divisors of (563 -1) = 562

Divisors of 562 are:  1,2,281and 562 as can be seen from (1)

Checking if the element 2 is primitive
2'mod563# 1,

22 mods63 #1,

2% mod563 =562 # 1

= 0rd(2) =562 = a=2is primitive element
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3. User A encrypts the message M=33 and send it to user B who has the secret key X,= 70 by using the random number
R=17. Compute B's public key Y, and the encrypted message C, and r.

Encryption:

UserB. _Publicdirectory UserA.

a=2, GF(563) M=33

X, =70
Yy = aXomod p=2"mod 563 = 445--_____

==Y

r=oR =2'"mod 563 = 456

Ca=M.YgR=33.(2")"mod 563 = 33. 63 = 390

4. Decrypt the cryptogram C, on the receiver side B showing all necessary computations, therefore.

Decrypf

7= (k)% = % = 456 T0m4502 mod 563 = (45670'%%2)mod 563 = 143
M =C,.Z1=390 143 mod 563 = 33
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5. Let user A having the secret key X,= 133 compute his Signature S, according to EiGamal signature scheme
shown below for the same message M=33 . Select one adequate k from the following list (k = 22,270,89).

public directory
User A signs M Verifier
X, = Secret Key of A
anzy, Py,
I
R M > M )
K (M-r.X,)mod(N-1) =S  mempl a¥ =y/.rS modN
] . Then M is authentic
k Random unit
inZy Signed Message S,

K has to be invertible mod N-1, N-1=562
god [k, N-1]=1 => select 89 from the list (k = 22,270,89) . As ged (562,89) = 1
K=89, 89'=-221 mod 562 = 341 (see table below)
r=ak=2%mod 563 = 397

b1 [ b2 [q] * [ INVERSEVALUE= | GCD
S=k-T(M-r.X,)mod (N-1) 0 |W
=89°(33- 397 . 133) mod 562 e
41 (33 - 52801) mod 562 AEEE
41 . (-52768)mod 562 “g‘ "‘;'; o i
§= 17993888 mod 562 = -334 + 562 = 228 170 [zzizl o [mvemse= | i Teeo T 1
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P6: (11P)
A Massey-Omura lock for Shamir‘s 3-Pass Protocol over GF(2%) using the irreducible
polynomial p(x) = x8+ x+ x* + x + 1 as a field modulus is set up.

(Hint: 281=3-5-17)

1. Write p(x) in binary form and find out the multiplicative order of x (by using the list
of binary irreducible polynomials).

Compute the powers of x in GF(2?) ( x® and x"°).

Ll

w

The secret key for users A and B are 7 and 13 respectively. A message M = x® is
sent from A to B. Compute all the exchanged 3-pass messages as powers of x
with smallest possible power of x.

4. Compute the number of possible secret keys in case that the sent clear text
message M was only selected as a power of x. (that is M=x! for some i).

5. What is the i number of
message of the form (M=x)) ? Why?

search cycles required to break a
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Solution:

1. Write p(x) in binary form and find out the multiplicative order of x (by using the list of binary irreducible
polynomials).
The polynomial binary patternis : p(x) = x84 x+x3+x +1 =110001011

e of p(x) is = 85 ( see listof rreducible polynomials in the lecture siides)
—» order of x modulo p(x) is 85.

— =1
2. Compute the powers of x in GF(2%) (x? and x'9).
P =X+ X+ XS4 x #1120
> = KX+

X5 KX SR ) +1) 8 KX MR K
X0 X=X (X + )3+ 14 x4+ x2) = x84 xb+ x+ x5+ 3 =(x7+)é+)(4|) +x‘+/+ x5+x8
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3. The secret key for users A and B are 7 and 13 respectively. A message M = x®
is sent from A to B. Compute all the exchanged 3-pass messages as powers
of x with smallest possible power of x.

A — B

Eas7 as god(2i,7)= 1 | dedirectory : Eb=13as ged(2%1,13)=1
= .7)= ] = 13 a5 god(2%1,13)=

DacEat(mog2-f)  |CF2). polynomial ppg=xt+x+xi+x +1] 5 0 ‘gmd )

Da=7-1(mod 255)= 73 Db = 13" (mod 255)= -98 = -98+255= 157

As the order of x is 85, the modulus in the of xis 851!

= MEa=x8.7= x5
Y= ME2=x8.7= X Y= x%

Y= x8 Y, = (Y,)E0
Y, = (Y,)Eo= MEa Eomadpt
= x5 13mod 85 = y48

Da =\[Ea . Eb . D 1
(Y02 =MEa . Eb. Damod p- Y= x1
4873 mod 85 = (19

M = (Yg)oomeo-= (9157 mes

M=x8
m_Julai[az] b1 ] b2 [q] r | INVERSE VALUE = GCD. ™ [u[ai[e2] b1 [ b2 [qr] ERSEVALUE-E2 GCD
355 (711 Lol o [ 1 43] P E1 I R N
2 1 0 I R T FE I3 6 I ST R
5[] 1 [ 2 36] 73 [s] 0 [mverse=] 73 o= 1 s sl s

(I N Y FI T E FN
T ENN 8 N 1 T R A
i 7 il s(s s s lololmme] w [oo | 1
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4.

Compute the number of possible secret keys in case that the sent clear text message M was only selected as
a power of x. (thatis M=x' for some i).

If the attacker knows that the sent messages are powers of x, then the modulus in the exponent is 85 (85 is the order
of x). The number of distinct messages is then only 85

The cryptographically significant keys are those usable for 85 as a modulus instead of 255.
The usable keys are those which are invertible modulo 85.

The number of such keys is ©(85) = @(5 x 17) =(5-1).(17-1)=4 x 16 = 64 keys.

What is the maximum number of exponentiation search cycles required to break a message of the form
(M=x) ? Why?

As the maximum number of search cycles to compute the discrete logarithm is the maximum order involved in the
terms o be attacked. The attacked term in that case is x.

The order of any element having the form (x ) for any iis = 85/ gd(85,). The maximum value for the order is for i
such that ged(85,) =1. That s the maximum order is 85 and the maximum number of simple search cycles to get
the discrete logarithm is 85.

Breaking a system is reached if the secret key could be found for one encrypted message as Y in this example.
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